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Defect in Conspire 0.20

static int dcc_listen_init (.) {
dcc->sok = socket(..);
Jafeh G
while (.) {
.. = bind (dcc->sok, ..);
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Cross-project
Anomaly Detection

Knowledge base
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® Goal: Learn from thousands of other projects
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Lishtweight Parser:
Focus Languages

Java C++ C PHP Javascript

similar syntax:







void foo () {
int fA;
int fB = open(“newFile”);
fA = open(“myFile”);
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void foo () {
int fA;

int fB = open(“newFile”);
fA = open(“myFile”);
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fB:
open < write

write < write
write < close
open < close
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open < write
open < read

write < write
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void foo () {
int fA; .
int fB = open(“newFile”); open < write
fA = open(“myFile”); open < read
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The Knowledge Base

® (Gentoo Linux distribution
® C projects

® =~6,000 projects

» . N‘Ih : YL ¢
: - o a8 g - -
SBRY A P oA Raad A
- e hd




Using a
Knowledge Base
T

Pl

f2

Knowledge e ———————
Base ! |




Using a
Knowledge Base
T

Pl

- noths < inet_ntoa < I
Knowledge [, _ mgms.eit '<.51zeof B Program

; j Yy = . . T p ) . " . a z >

- gt & P et SN L S — 2 iy o e Lkks ) | ’ -t oL 5 L C I R AL, g
g - b ) : .
B e T Jrr e S A LAY e A N

. Base i R 7 el b o AL e i —— I U v




Using a
Knowledge Base
T

Pl

- noths < inet_ntoa < I
Knowledge [, _ mgms.eit '<.51zeof B Program

; j Yy = . . = p ) . " . a z >

- gt & A AR L L e — — 2 iy o e Lkks ) | ’ -t oL 5 L C I R AL, g
g - b ) : .
B e T Jrr e S A LAY e A N

. Base i R 7 el b o AL e——— i —— U b




Finding Patterns

Temporal Properties
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Finding Patterns

Temporal Properties

Program’s
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(./ This is a
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Detecting Violations

Temporal Properties
Program’s : i
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Detecting Violations

Temporal Properties
Program’s : i
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Evaluation

® 70 randomly chosen projects

- ® Rananomaly detection on each of them
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20 Projects

tclxml-2.4.tar.gz vdr-arghdirector-0.2.6.tar.gz
python-scw-0.4.7 tar.gz LDL-2.0.1.tar.gz
dhcpdump-1.8.tar.gz viewres-1.0.|.tar.bz2
memcached-1.3.3.tar.gz Yap-5.1.3.tar.gz
glade3-3.6.4.tar.bz2 xf86-video-savage-2.2. | .tar.bz2
cacao-0.95.tar.gz daudio-0.3.tar.gz
psycopg-1.1.15.tar.gz httrack-3.43-4.tar.gz
cksfv-1.3.13.tar.bz2 concentration-|.2.tar.gz
ggv-2.12.0.tar.bz2 mpich-1.2.7p | .tar.gz
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Defect in Conspire 0.20

static int dcc_listen_init (.) {
dcc->sok = socket(..);
Jafeh G
while (.) {
.. = bind (dcc->sok, ..);
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Defect in cksfv-1.3.13

static int find_file (..)
{
DIR *dirp;
struct dirent *dirinfo;

dirp = opendir(".");
1f (dirp == NULL)
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Code smell in gimp-2.6.6

static gboolean gimp_page_selector_item_width_idle (.)

{

GimpPageSelectorPrivate *priv = ..;
GtkTreeModel *model = GTK_TREE_MODEL (priv->store);
GtkTreelter 1iter;

for (.. = gtk_tree_model_get_iter_first (model, &iter);
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cksfv-1.3.13
ggv-2.12.0
gimp-2.6
glade3-3.6.4
httrack-3.43-4
mpich-1.2.7p|
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How to Improve Things!?

® Use CTL formulas instead of
temporal properties
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checkMyCode.org
4 » + 6 http:/ fwww.checkmycode.org/index. php?action=resultétoken=x94e 2k 8xTZZ3IbRZZwpvBLVEYTW4g8hOh ¢ | (Qr Coogle
[0 Hf Adnotacjev RSSv

®) checkmycode.org

Home: Vour ramt s aow ready. Plasas dick on a vinkelion fred maskad Ene) 1 888

About The Tool:

A call to closedir() is probably missing. There is a potential problem with a call to
opendir().

retumn value of openduy)

..
Authors: / *,
Y

Ist arg of readdir() ) Ist arg of closedi

Contact: LEGEND
samsp Missing data flow ——» Data flow in your code

>> Textual representation

= = DATA FLOW IN YOUR CODE

MISSING DATA FLOW

>> Example code for valid data flow




Source Temporal

CrOSS-PrOieCt Code — — Properties
Anomaly Detection

void foo OO {

int fA; i
int fB = open(“newFile”); open < write
fA = open(“myFile”); open < read
while(j > 3){ write < write
® Goal: Learn from thousands of other projects read(fA); read < read
write(fB, “Hello”); write < close
} read < close
close(fA); open < close
close(fB);
}

Summary
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