Detecting
Object Usage Anomalies




Some Aspect] method

private boolean verifyNIAP (..) {

kEeraEoEalm—
while (iter.hasNext()) {
= 1ter.next();




Some Aspect] method

private boolean verifyNIAP (..) {

kEeraEoEalm—
while (iter.hasNext()) {

Never loops!
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Some Aspect] method

private boolean verifyNIAP (..) {

kEeraEoEalm—
while (iter.hasNext()) {

Never loops!
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Violates typical iterator usage pattern




Temporal properties

hasNext < next

hasNext < hasNext
next < hasNext
hext < next

!

Patterns




hasNext < next

hasNext < hasNext
next < hasNext

hext < next

. . Y ¥ (l p 5 P bl y ¥ ] o - - 0 e
%ty ? ol ™ i 3 o A & % P ol Bl 1 S S0 & 2 S P I = ¥ N L BE o L S i . o A N N oy >
e T Sa TE J L, L A Ly O b R L, - i i R T I U ) U s SV gRes L N F R i s RS s K S St Sl St
VSl iy SO I T ks VLTS : T A RO T N iy S SIS R IR S SR R B R T G
o — A N I W

Anomalies Patterns



Creating a method model

public Stack createStack () {
Random r = new Random ();
int n = r.nextInt (;
Stack s = new Stack ();
int i = 0;
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Creating a method model

'
®

public Stack createStack () {
Random r = new Random ();
int n = r.nextInt (;
Stack s = new Stack ();
int i = 0;
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Creating a method model

public Stack createStack () {
Random r = new Random ();
int n = r.nextInt (;
Stack s = new Stack ();
int 1 = 0;
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Creating a method model

0
Random r = new Random ();
public Stack createStack () { l O
Random r = new Random (); ®
int n = r.nextInt O; ll —gp.nextIntal):
Stack s = new Stack ); O
int 1 = 0; lStack S = new Stack (),
| 1 < n
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Creating a method model

Random r = new Random ();

public Stack createStack () {
Random r = new Random ();
int n = r.nextInt ();
Stack s = new Stack ();
int 1 = 0;
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Stack s = new Stack ();
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Creating a method model

Random r = new Random :
public Stack createStack () { b O

Random r = new Random ();
int n = r.nextInt O;
Stack s = new Stack ();
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Stack s = new Stack ();
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Creating a method model

Random r = new Random :
public Stack createStack () { b O

Random r = new Random ();
int n = r.nextInt ();
Stack s = new Stack ();
int 1 = 0;
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Creating a usage model

Random r

new Random ();

int n = r.nextInt ();
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Creating a usage model

®---0---0-

®
J
()




Creating a usage model




Creating a usage model

Random r

new Random ();
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Creating a usage model

Random r new Random ();

int n = r.nextInt ;




Creating a usage model




lterator models

Typical




lterator models

Typical

private boolean verifyNIAP (..) {
Iterator iter = .;
while (iter.hasNext()) {

-
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lterator models

Typical Anomalous

iter.hasNext ()




lterator models

Typical Anomalous

iter.hasNext ()

s e AR

How do we quantify such difference!



hasNext < next

hasNext < hasNext
next < hasNext

hext < next
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Temporal properties

hasNext < next

hasNext < hasNext
next < hasNext

hext < next
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Extracting
temporal properties

public Stack createStack () {
Random r = new Random ();
int n = r.nextInt ;
Stack s = new Stack ();
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Extracting
temporal properties

'
O

ls.<init>()
) s.push (L)




Extracting
temporal properties

s.<1nit>()
@) s.push (L)
S. push ( )

Stack.<init> < Stack.push
Stack.push < Stack.push




Extracting
temporal properties

l L] L]
s.<ini1t>()
k LNT S k
| Stack.<init> < Stack.push
; ( ) St k St k
| ack.push < Stack.push
s.push ()
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Extracting
temporal properties

public Stack createStack () {
Random r = new Random ();

int n = r.nextInt );
Stack s = new Stack ; Stack.<init> < Stack. push
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The Iterator properties

O hasNext < next
; : hasNext < hasNext
1ter.hasNext 1ter.next
<:::::::: j::}§£:> O next < hasNext

hext < next




The Iterator properties

1
O
<:EEEE:EE}N%EE:EE:> iter.next ()
O
l

hasNext < next
hasNext < hasNext
next < hasNext
nhext < next




Temporal properties

hasNext < next

hasNext < hasNext
next < hasNext

hext < next
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JADET

Temporal properties

hasNext < next

hasNext < hasNext
next < hasNext
hext < next

Anomalies Patterns




Methods vs. properties




Methods vs. properties
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Methods vs. properties
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Methods vs. properties




Methods vs. properties

Temporal properties




Methods vs. properties

Temporal properties

This is
a pattern



Methods vs. properties

Temporal properties

This is
a pattern



Detecting anomalies




Detecting anomalies

Temporal properties




Detecting anomalies
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Temporal properties




Detecting anomalies

Temporal properties




Detecting anomalies

Temporal properties




Case study: Aspect]

® Compiler for the Aspect] language

® 36,045 methods in 2,957 classes
® JADET analysis results:




Ranking anomalies

Top-ranked
potential defects)




Ranking anomalies

Top-ranked
potential defects) High support




Ranking anomalies

Top-ranked
potential defects)

gh support

gh confidence




Ranking anomalies
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gh support

gh confidence




Aspect] violations

O Defects @ Code smells
@® Hints @ False positives




Aspect] violations

O Defects @ Code smells
@® Hints @ False positives




iolation ranked #1

private boolean verifyNIAP (..) {
kEeraEoEalm—
while (iter.hasNext()) {
sl bapinaxdst )




Violation ranked #I

private boolean verifyNIAP (..) {

kEeraEoEalm—
while (iter.hasNext()) {
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Violation ranked #?2

public String getRetentionPolicy () {

for (Iterator it = ..; it.hasNext();) {
S D =) o )

return retentionPolicy;
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Violation ranked #?2

public String getRetentionPolicy () {

for (Iterator it = ..; it.hasNext();) {

< P . e " & o o,
S % el T R B e o5 L
i e R G L T ¥ L A AR e R
I N R I A - L AN WU




Violation ranked #?2

public String getRetentionPolicy () {

for (Iterator it = ..; it.hasNext();) {




Violation ranked #7/

public void visitCALOAD (CALOAD o) {
Type arrayref = stack().peek(1l);
Type index = stack().peek(0);
indexO0fIntCo, index);
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Violation ranked #7/

public void visitCALOAD (CALOAD o) {
Type arrayref = stack().peek(1);
Type index = stack().peek(0);
1ndexOFInt(o 1ndex),
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Related work

® FindBugs by Hovemeyer and Pugh
(SIGPLAN Notices Dec. 2004)

® PR-Miner by Li and Zhou (ESEC/FSE 2005)
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Temporal properties

hasNext < next

hasNext < hasNext
next < hasNext
hext < next

!

Patterns




JADET

® creates models that accurately
reflect structure of the code

ext :
® detects anomalies in sequences of |
method calls

scales to industrial code

found two new defects in Aspect]

http://www.st.cs.uni-sb.de/models/
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