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Current methods used to prevent security policy failures (formal methods, verification, static pro-
gram analysis and so on) all use deduction to arrive at their goal. We argue that deduction is
unsuitable for the analysis of intrusions that have already happened. Instead, we promote induc-
tive methods as a better alternative for the automatic analysis of break-ins. These methods use
experiments that are automatically designed, carried out, and evaluated. We corroborate this claim
with a prototype implementation [NZ06].
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