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double bug(double z[], int n) {
    int i, j;

    i = 0;
    for (j = 0; j < n; j++) {
        i = i + j + 1;
        z[i] = z[i] * (z[0] + 1.0);
    }
    return z[n];
}

bug.c



What is the cause 
of this failure?



Causality

What does it mean that “A causes B”?

• Counterfactual approach: If A had not 
occurred, then B would not have occured

• Statistical approach: A results in an 
increase in the probability of B



Alternate
world

Effect does not occur

Counterfactual Causality

Actual world

Effect does occur

Causes



bug.c
double bug(double z[], int n) {
    int i, j;

    i = 0;
    for (j = 0; j < n; j++) {
        i = i + j + 1;
        z[i] = z[i] * (z[0] + 1.0);
    }
    return z[n];
}

✘



double bug(double z[], int n) {
    int i, j;

    i = 0;
    for (j = 0; j < n; j++) {
        i = i + j + 1;
        z[i] = z[i] * (z[0] + 1.0);
    }
    return z[n];
}

✔
empty.c



Alternate
world

empty.c: GCC works fine

Causes as Differences

Actual world

bug.c: GCC crashes
Cause:
bug.c



Actual Causes

Actual cause

“The” cause (actual cause) is a minimal difference
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}

✔
Isolating Causes
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Isolating Causes
double bug(double z[], int n) {
    int i, j;

    i = 0;
    for (j = 0; j < n; j++) {
        i = i + j + 1;
        z[i] = z[i] * (z[0] + 1.0);
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    return z[n];
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Isolating Causes
double bug(double z[], int n) {
    int i, j;

    i = 0;
    for (j = 0; j < n; j++) {
        i = i + j + 1;
        z[i] = z[i] * (z[0] + 1.0);
    }
    return z[n];
}

Actual cause narrowed down
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Isolating Causes
double bug(double z[], int n) {
    int i, j;
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Isolating Causes
double bug(double z[], int n) {
    int i, j;

    i = 0;
    for (j = 0; j < n; j++) {
        i = i + j + 1;
        z[i] = z[i] * (z[0] + 1.0);
    }
    return z[n];
}

Actual cause of the GCC crash
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Failure Cause



Configuration

All circumstances
C = {δ1,δ2, . . . }

Configuration

c = {δ1,δ2, . . .δn}

c ⊆ C

Circumstance
δ



Tests

Testing function

Initial configurations

test(c✔) = ✔

test(c✘) = ✘

test(c) ∈ {✔,✘, ?}



Minimal Difference

Goal: Subsets

∅ = c✔ ⊆ c
′
✔ ⊂ c

′
✘ ⊆ c✘

c
′

✘ and c
′

✔

∆ = c′✘ \ c
′
✔

Difference

Difference is 1-minimal

∀δi ∈ ∆ · test(c′✔ ∪ {δi}) %= ✔∧ test(c′✘ \ {δi}) %= ✘



Isolating

✔

✘
Input

✘

✔

✘
✔

…
…
Failure Cause

test(c✘) = ✘

test(c✔) = ✔

∆ = c′✘ \ c
′
✔



• Minimize the difference between two sets –     
with working sets     and 

• Compute subsets

 

• For each subset, test

• the addition

• the removal

Algorithm Sketch

c
′

✘ c
′

✔

c
′
✘ \∆i

c
′

✔ ∪∆i

∆1 ∪∆2 ∪ · · ·∪∆n = ∆ = c
′
✘ \ c

′
✔



test(c′✘ \∆i) c
′
✘ := c′✘ \∆i c

′
✔ := c′✘ \∆i

test(c′✔ ∪∆i) c
′

✘ := c
′

✔ ∪∆i c
′

✔ := c
′

✔ ∪∆i

✘ ✔

otherwise increase granularity

Test Outcomes

most valuable outcomes



dd in a Nutshell



























































(c′✔, c
′
✘) if |∆| = 1

dd
′(c′✘ \∆i, c

′
✘,2) if ∃i ∈ {1..n} · test(c′✘ \∆i) = ✔

dd
′(c′✔, c

′
✔ ∪∆i,2) if ∃i ∈ {1..n} · test(c′✔ ∪∆i) = ✘

dd
′(c′✔ ∪∆i, c

′
✘,max(n− 1,2)

)

else if ∃i ∈ {1..n} · test(c′✔ ∪∆i) = ✔

dd
′(c′✔, c

′
✘ \∆i,max(n− 1,2)

)

else if ∃i ∈ {1..n} · test(c′✘ \∆i) = ✘

dd
′(c′✔, c

′
✘,min(2n, |∆|)

)

else if n < |∆| (“increase granularity”)

(c′✔, c
′
✘) otherwise

dd(c✔, c✘) = dd
′(c✔, c✘,2)

dd
′(c′✔, c

′

✘, n) =

dd(c✔, c✘) = (c
′

✔, c
′

✘) ∆ = c′✘ \ c
′
✔ is 1-minimal



    def dd(c_pass, c_fail):
        n = 2
        while 1:
            delta = listminus(c_fail, c_pass)
            deltas = split(delta, n); offset = 0; j = 0
            while j < n:
                i = (j + offset) % n
                next_c_pass = listunion(c_pass, deltas[i])
                next_c_fail = listminus(c_fail, deltas[i])
                if test(next_c_fail) == FAIL and n == 2:
                    c_fail = next_c_fail; n = 2; offset = 0; break
                elif test(next_c_fail) == PASS:
                    c_pass = next_c_fail; n = 2; offset = 0; break
                elif test(next_c_pass) == FAIL:
                    c_fail = next_c_pass; n = 2; offset = 0; break
                elif test(next_c_fail) == FAIL:
                    c_fail = next_c_fail; n = max(n - 1, 2); offset = i; break
                elif test(next_c_pass) == PASS:
                    c_pass = next_c_pass; n = max(n - 1, 2); offset = i; break
                else:
                    j = j + 1
            if j >= n:
                if n >= len(delta):
                    return (delta, c_pass, c_fail)
                else:
                    n = min(len(delta), n * 2)



number of tests t – worst case:

Properties

number of tests t – best case 
(no unresolved outcomes):

t ≤ log2(∆)

size of difference – no unresolved outcomes

|c′✘ \ c
′
✔| = 1

t = |∆|2 + 7|∆| where ∆ = c✘ \ c✔



Applications

Input Code 
Changes

Schedules



Mozilla Bug #24735
Ok the following operations cause mozilla to crash 
consistently on my machine

-> Start mozilla
-> Go to bugzilla.mozilla.org
-> Select search for bug
-> Print to file setting the bottom and right margins to .50 
   (I use the file /var/tmp/netscape.ps)
-> Once it's done printing do the exact same thing again on 
   the same file (/var/tmp/netscape.ps)
-> This causes the browser to crash with a segfault



Isolating Input
✘<SELECT NAME="priority" MULTIPLE SIZE=7>

<SELECT NAME="priority" MULTIPLE SIZE=7> ✔
✔<SELECT NAME="priority" MULTIPLE SIZE=7>

Difference narrowed down



Isolating Input

✔

✘<SELECT NAME="priority" MULTIPLE SIZE=7>

<SELECT NAME="priority" MULTIPLE SIZE=7>

✔

✔

✘

✔<SELECT NAME="priority" MULTIPLE SIZE=7>

<SELECT NAME="priority" MULTIPLE SIZE=7>

<SELECT NAME="priority" MULTIPLE SIZE=7>

<SELECT NAME="priority" MULTIPLE SIZE=7>

<SELECT NAME="priority" MULTIPLE SIZE=7> ✔
Failure Cause



DDInput



Code Changes
From: Brian Kahne <bkahne@ibmoto.com>
To: DDD Bug Report Address <bug-ddd@gnu.org>
Subject: Problem with DDD and GDB 4.17

When using DDD with GDB 4.16, the run command 
correctly uses any prior command-line arguments, or 
the value of "set args".  However, when I switched to 
GDB 4.17, this no longer worked:  If I entered a run 
command in the console window, the prior command-
line options would be lost. [...]



Wie finden wir
die alternative Welt?

Version Differences

Old version

Program works
New version

Program fails

Causes



What was Changed
$ diff -r gdb-4.16 gdb-4.17
diff -r gdb-4.16/COPYING gdb-4.17/COPYING
5c5
< 675 Mass Ave, Cambridge, MA 02139, USA
---
> 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
282c282
< Appendix: How to Apply These Terms to Your New Programs
---
> How to Apply These Terms to Your New Programs

…and so on for 178,200 lines (8,721 locations)



Challenges

• Granularity – within some large change, 
only a few lines may be relevant

• Interference – some (later) changes rely on 
other (earlier) changes

• Inconsistency – some changes may have to 
be combined to produce testable code

Delta debugging handles all this



General Plan

• Decompose diff into changes per location 
(= 8,721 individual changes)

• Apply subset of changes, using PATCH

• Reconstruct GDB; build errors mean 
unresolved test outcome

• Test GDB and return outcome



Isolating Changes
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Delta Debugging Log

GDB with ddmin algorithm
... with dd algorithm

... plus scope information

• Result after 98 tests (= 1 hour)



The Failure Cause
diff -r gdb-4.16/gdb/infcmd.c gdb-4.17/gdb/infcmd.c
1239c1278
< "Set arguments to give program being debugged when it is 
started.\n
---
> "Set argument list to give program being debugged when 
it is started.\n

• Documentation becomes GDB output

• DDD expects Arguments,
but GDB outputs Argument list



DDChange



• History – group changes by creation time

• Reconstruction – cache several builds

• Grouping – according to scope

• Failure Resolution – scan error messages 
for possibly missing changes

Optimizations



Thread Schedules 32/45
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Application: Thread Schedules

The behavior of a multi-threaded program can depend on the
thread schedule:

open(".htpasswd")

read(...)

modify(...)

write(...)

close(...)

open(".htpasswd")

read(...)

modify(...)

write(...)

close(...)

Schedule Thread A Thread B

!

Thread

Switch

open(".htpasswd")

open(".htpasswd")

read(...)

modify(...)

read(...)

write(...)

close(...)

modify(...)

write(...)

close(...)

Thread A Thread BSchedule

"
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Application: Thread Schedules

The behavior of a multi-threaded program can depend on the
thread schedule:

open(".htpasswd")

read(...)

modify(...)

write(...)

close(...)

open(".htpasswd")

read(...)

modify(...)

write(...)

close(...)

Schedule Thread A Thread B

!

Thread

Switch

open(".htpasswd")

open(".htpasswd")

read(...)

modify(...)

read(...)

write(...)

close(...)

modify(...)

write(...)

close(...)

Thread A Thread BSchedule

"

A’s updates get lost!



Record + Replay 33/45
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Recording and Replaying Runs

DEJAVU captures and replays program runs deterministically:

DEJAVU

recorded

schedule

record replay
x = 45
y = 39
z = 67

x = 45
y = 39
z = 67

x = 45
y = 39
z = 67

x = 45
y = 39
z = 67

Allows simple reproduction of schedules and induced failures



Schedules as Input 34/45
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Differences between Schedules

Using DEJAVU, we can consider the schedule as an input which
determines whether the program passes or fails.

replay replay

! "

34/45
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Differences between Schedules

Using DEJAVU, we can consider the schedule as an input which
determines whether the program passes or fails.

replay replay

! "

The schedule difference causes the failure!



Finding Differences
35/45
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Finding Differences

!"

t1

t2

t3

• We start with runs ! and "

• We determine the differences
∆i between thread switches ti:

– t1 occurs in ! at “time” 254

– t1 occurs in " at “time” 278

– The difference
∆1 = |278− 254| induces a
statement interval: the code
executed between “time”
254 and 278

– Same applies to t2, t3, etc.

Our goal: Narrow down the difference such that only a small
relevant difference remains, pinpointing the root cause



Isolating Differences
36/45
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Isolating Relevant Differences

We use Delta Debugging to isolate the relevant differences

Delta Debugging applies subsets of differences to !:

!" ?

• The entire difference
∆1 is applied

• Half of the difference
∆2 is applied

• ∆3 is not applied at all

DEJAVU executes the debuggee under this generated schedule;
an automated test checks if the failure occurs
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Isolating Relevant Differences

We use Delta Debugging to isolate the relevant differences

Delta Debugging applies subsets of differences to !:

!" ?

• The entire difference
∆1 is applied

• Half of the difference
∆2 is applied

• ∆3 is not applied at all

DEJAVU executes the debuggee under this generated schedule;
an automated test checks if the failure occurs



Isolating Differences 37/45
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The Isolation Process

Delta Debugging systematically narrows down the difference

!" ?

" !

Dejavu replays
the generated
schedule

Test outcome



Example: Raytracer

• Raytracer program from Spec JVM98 suite

• Injected a simple race condition

• Set up automated test + random schedules

• Obtained passing and failing schedule

• 3,842,577,240 differences, each moving a 
thread switch by ±1 yield point (time unit)



Isolating Schedules
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Delta Debugging Log

cpass
cfail

no unresolved outcomes:
complexity is O(log2 n)



The Failure Cause
41/45
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The Root Cause of the Failure

25 public class Scene { …
44 private static int ScenesLoaded = 0;
45 (more methods…)
81 private
82 int LoadScene(String filename) {
84 int OldScenesLoaded = ScenesLoaded;
85 (more initializations…)
91 infile = new DataInputStream(…);
92 (more code…)

130 ScenesLoaded = OldScenesLoaded + 1;
131 System.out.println("" +

ScenesLoaded + " scenes loaded.");
132 …
134 }
135 …
733 }
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What is the cause 
of this failure?



Isolating Causes
double bug(double z[], int n) {
    int i, j;

    i = 0;
    for (j = 0; j < n; j++) {
        i = i + j + 1;
        z[i] = z[i] * (z[0] + 1.0);
    }
    return z[n];
}

Actual cause of the GCC crash



✘

1. The programmer creates a 
defect – an error in the code.

2. When executed, the defect 
creates an infection – an 
error in the state.

3. The infection propagates.

4. The infection causes a failure.

From Defect to Failure

✘

✘

✘

✘ ✘

Variables

This infection chain must be 
traced back – and broken.

t



Sane stateInfected state

Causes in State

The difference
causes GCC to crash!

• 41,000 variables

• 42,000 references.

• 1 reference is wrong.

• Which one?



Sane stateInfected state

Search in Space

Mixed state

✔✘

Test ?
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Delta Debugging
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Delta Debugging Log

cpass
cfail

first_loop_store_insn→fld[1].rtx→fld[1].rtx→ 
fld[3].rtx→fld[1].rtx→code == PLUS



Sane stateInfected state

Search in Space

Mixed state

✔✘

Test ?



Sane stateInfected state

Search in Space

Mixed state

✔✘

Test ?

<PLUS node>



Passing runFailing run

Search in Time

t

<PLUS node>

<PLUS node>



Passing runFailing run

Search in Time

t

<PLUS node>

<PLUS node>

link→fld[0].rtx→fld[0].rtx == link



Passing runFailing run

t

<PLUS node>

<Tree cycle>

Transition from PLUS to cycle

<PLUS node>

Search in Time

81



Why Transitions?

• Each failure cause in the program state 
is caused by some statement

• These statements are executed
at cause transitions 

• Cause transitions thus are 
statements that cause the failure



All GCC Transitions
Location New cause at transition

<Start> argv[3]
toplev.c:4755 name

toplev.c:2909 dump_base_name

c-lex.c:187 finput→_IO_buf_base
c-lex.c:1213 nextchar

c-lex.c:1213 yyssa[41]

c-typeck.c:3615 yyssa[42]

c-lex.c:1213 last_insn→fld[1].rtx→…→fld[1].rtx.code
c-decl.c:1213 sequence_result[2]→…→fld[1].rtx.code
combine.c:4271 x→fld[0].rtx→fld[0].rtx



combine.c
if (GET_CODE (XEXP (x, 0)) == PLUS {
    x = apply_distributive_law
	  (gen_binary (PLUS, mode, 
                   gen_binary (MULT, mode,
                               XEXP (XEXP (x, 0), 0), 
                               XEXP (x, 1)),
	               gen_binary (MULT, mode,
	                           XEXP (XEXP (x, 0), 1), 
                               XEXP (x, 1))));

     if (GET_CODE (x) != MULT)
	     return x;
}

Should be copy_rtx()

2 lines out of 338,000



Implementations

C Java Python
Web service + 
command line

Eclipse plug-in Module

24 months 12 months 2 days



Stability
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v: Vector

Vector()

add()

remove()

remove() ↯
Isolating Relevant Calls

Step 1: Record

add()

remove()

Event log contains 
32 interactions

JINSI

Event
Log



v: Vector

Isolating Relevant Calls
Step 2: Replay

Event log contains 
32 interactions

JINSI

Event
Log

Vector()

add()

remove()

remove()

add()

remove() ↯



v: Vector

Isolating Relevant Calls
Step 3: Simplify

Event log contains 
32 interactions

JINSI

Event
Log

Vector()

add()

remove()

remove()

add()

remove() ↯



Isolating Relevant Calls
Step 4: Create Unit Test

Event log contains 
32 interactions

JINSI

↯Text
testVector()
{
    Vector v = new Vector();
    v.remove(obj);
}



Columba ContactModel

c: ContactModel

ContactModel()

setSortString()

setNickName()

setFamilyName()

setFormattedName()

setGivenName()

and 18732 more…

↯



ContactModel()

getPreferredEmail() c: ContactModel↯
Columba ContactModel



Unit Test

testContactModel()
{
    ContactModel c = new ContactModel();
    String s = c.getPreferredEmail();
}



getPreferredEmail
 public String getPreferredEmail() {
  Iterator it = getEmailIterator();

  // get first item
  IEmailModel model = (IEmailModel) it.next();

  // backwards compatiblity
  // -> its not possible anymore to create a
     // contact model without email address
  if (model == null)
   return null;

  return model.getAddress();
 }
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Conclusion

• Delta debugging on states is nice, but 
cumbersome

• Alternative: delta debugging on object interaction

• First promising results with JINSI prototype

• Combined solution for
reproducing + simplifying
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Properties

Coverage Sequences Returns



Comparing Coverage

1. Every failure is caused by an infection, 
which in turn is caused by a defect

2. The defect must be executed to start the 
infection

3. Code that is executed in failing runs only is 
thus likely to cause the defect



The middle program

middle 3 3 5$
middle: 3

middle 2 1 3$
middle: 1



int main(int arc, char *argv[])
{
    int x = atoi(argv[1]);
    int y = atoi(argv[2]);
    int z = atoi(argv[3]);
    int m = middle(x, y, z);

    printf("middle: %d\n", m);

    return 0;
}



int middle(int x, int y, int z) {
    int m = z;
    if (y < z) {
        if (x < y)
            m = y;
        else if (x < z)
	         m = y;
    } else {
	     if (x > y)
	         m = y;
	     else if (x > z)
	         m = x;
    }
    return m;
}                          



Obtaining Coverage
for C programs



Obtaining Coverage
for Python programs

if __name__ == "__main__":
    
    x = sys.argv[1]
    y = sys.argv[2]
    z = sys.argv[3]
    m = middle(x, y, z)

    print "middle:", m

   sys.settrace(tracer)



Obtaining Coverage
for Python programs

def tracer(frame, event, arg):
    code = frame.f_code
    function = code.co_name
    filename = code.co_filename
    line = frame.f_lineno
    print filename + ":" + `line` + \
        ":" + function + "():", \
        event, arg
    return tracer



Obtaining Coverage
for Python programs

$ ./middle.py 3 3 5
./middle.py:13:middle(): call None
./middle.py:14:middle(): line None
./middle.py:15:middle(): line None
./middle.py:16:middle(): line None
./middle.py:18:middle(): line None
./middle.py:19:middle(): line None
./middle.py:26:middle(): line None
./middle.py:26:middle(): return 3
middle: 3



x 3 1 3 5 5 2
y 3 2 2 5 3 1
z 5 3 1 5 4 3

• • • • • •
• • • • • •
• • • • • •

•
•

• • •
• •
• • •

•
•

• • • • • •
✔ ✔ ✔ ✔ ✔ ✘

int middle(int x, int y, int z) {
    int m = z;
    if (y < z) {
        if (x < y)
            m = y;
        else if (x < z)
	        m = y;
    } else {
	    if (x > y)
	        m = y;
	    else if (x > z)
	        m = x;
    }
    return m;
}                          



Discrete Coloring

executed only in failing runs

executed in passing and failing runs

executed only in passing runs

highly suspect

ambiguous

likely correct



x 3 1 3 5 5 2
y 3 2 2 5 3 1
z 5 3 1 5 4 3

• • • • • •
• • • • • •
• • • • • •

•
•

• • •
• •
• • •

•
•

• • • • • •
✔ ✔ ✔ ✔ ✔ ✘

int middle(int x, int y, int z) {
    int m = z;
    if (y < z) {
        if (x < y)
            m = y;
        else if (x < z)
	        m = y;
    } else {
	    if (x > y)
	        m = y;
	    else if (x > z)
	        m = x;
    }
    return m;
}                          



x 3 1 3 5 5 2
y 3 2 2 5 3 1
z 5 3 1 5 4 3

• • • • • •
• • • • • •
• • • • • •

•
•

• • •
• •
• • •

•
•

• • • • • •
✔ ✔ ✔ ✔ ✔ ✘

int middle(int x, int y, int z) {
    int m = z;
    if (y < z) {
        if (x < y)
            m = y;
        else if (x < z)
	        m = y;
    } else {
	    if (x > y)
	        m = y;
	    else if (x > z)
	        m = x;
    }
    return m;
}                          



Continuous Coloring

executed only in failing runs

passing and failing runs

executed only in passing runs



Hue

hue(s) = red hue+
%passed(s)

%passed(s)+ %failed(s)
× hue range

0% passed 100% passed



Brightness
frequently executed

rarely executed

bright(s) = max
(

%passed(s),%failed(s)
)



x 3 1 3 5 5 2
y 3 2 2 5 3 1
z 5 3 1 5 4 3

• • • • • •
• • • • • •
• • • • • •

•
•

• • •
• •
• • •

•
•

• • • • • •
✔ ✔ ✔ ✔ ✔ ✘

int middle(int x, int y, int z) {
    int m = z;
    if (y < z) {
        if (x < y)
            m = y;
        else if (x < z)
	        m = y;
    } else {
	    if (x > y)
	        m = y;
	    else if (x > z)
	        m = x;
    }
    return m;
}                          

Source: Jones et al., ICSE 2002



Source: Jones et al., ICSE 2002



Evaluation

How well does comparing coverage detect 
anomalies?

• How green are the defects? (false negatives)

• How red are non-defects? (false positives)



Space

• 8000 lines of executable code

• 1000 test suites with156 to 4700 test cases

• 20 defective versions with one defect each 
(corrected in subsequent version)



18 of 20 defects are 
correctly classified in the 
“reddest” portion of the 

code

Source: Jones et al., ICSE 2002



The “reddest” portion is at 
most 20% of the code

Source: Jones et al., ICSE 2002



Siemens Suite

• 7 C programs, 170–560 lines

• 132 variations with one defect each

• 108 all yellow (i.e., useless)

• 1 with one red statement (at the defect)

Source: Renieris and Reiss,  ASE 2003



Nearest Neighbor

Run

Run

RunRunRunRun
✔ ✘



Nearest Neighbor

Run

Run

RunRunRunRun
✔ ✘

Compare with the single run
that has the most similar coverage

✔



Locating Defects

0

25

50

75

100

0 <10 <20 <30 <40 <50 <60 <70 <80 <90 <100

Nearest Neighbor Intersection

%
 o

f f
ai

lin
g 

te
st

s

% of executed source code to examine

Renieris+Reiss (ASE 2003)

R
es

ul
ts

 o
bt

ai
ne

d 
fr

om
 S

ie
m

en
s 

te
st

 s
ui

te
; c

an
 n

ot
 b

e 
ge

ne
ra

liz
ed

Jones et al. (ICSE 2002)



Properties

Coverage Sequences Returns



Sequences

open() read() close() ✔

open() close() read() ✘

close() open() read() ✘

Sequences of locations can correlate with failures:

…but all locations are executed in both runs!



The AspectJ Compiler

ajc Test3.aj$
java test.Test3$

test.Test3@b8df17.x Unexpected Signal : 11 
occurred at PC=0xFA415A00
Function name=(N/A) Library=(N/A) ...
Please report this error at http://
java.sun.com/...
$

mailto:test.Test3@b8df17.x
mailto:test.Test3@b8df17.x
http://java.sun.com
http://java.sun.com
http://java.sun.com
http://java.sun.com


Coverage Differences

• Compare the failing run with passing runs

• BcelShadow.getThisJoinPointVar() is 
invoked in the failing run only

• Unfortunately, this method is correct



Sequence Differences
This sequence occurs only in the failing run:

〈

ThisJoinPointVisitor.isRef(),

ThisJoinPointVisitor.canTreatAsStatic(),

MethodDeclaration.traverse(),

ThisJoinPointVisitor.isRef(),

ThisJoinPointVisitor.isRef()

〉

Defect location



Collecting Sequences

mark read read skip read read skip read

mark read

read read

read skip

skip read

read read

read skip

skip read

mark read

read read

read skip

skip read

Trace

Sequences Sequence Set

anInputStreamObj

InputStream



Ingoing vs. Outgoing
aProducer aQueue aLinkedList

add
add

aConsumer

isEmpty
size

get

firstElement

removeFirst
isEmpty

size

add

add
add

add

incoming
calls

outgoing
calls

aLogger

add



Anomalies
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NanoXML

• Simple XML parser written in Java

• 5 revisions, each with 16–23 classes

• 33 errors discovered or seeded



Locating Defects
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Properties

Coverage Sequences Returns



Detecting Anomalies

Run

Run

RunRunRunRun
✔ ✘

Properties Properties

Differences correlate with failure

How do we collect 
data in the field?



Liblit’s Sampling

• We want properties of runs in the field

• Collecting all this data is too expensive

• Would a sample suffice?

• Sampling experiment by Liblit et al. (2003)



Return Values

• Hypothesis: function return values correlate 
with failure or success

• Classified into positive / zero / negative



CCRYPT fails

• CCRYPT is an interactive encryption tool

• When CCRYPT asks user for information 
before overwriting a file, and user responds 
with EOF, CCRYPT crashes

• 3,000 random runs

• Of 1,170 predicates, only file_exists() > 0 
and xreadline() == 0 correlate with failure



Liblit’s Sampling

RunRunRunRunRun
✔

Properties

• Can we apply this 
technique to remote 
runs, too?

• 1 out of 1000 return 
values was sampled

• Performance loss <4%
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Web Services

• Sampling is first choice for web services

• Have 1 out of 100 users run an 
instrumented version of the web service

• Correlate instrumentation data with failure

• After sufficient number of runs, we can 
automatically identify the anomaly
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Anomalies and Causes

• An anomaly is not a cause, but a correlation

• Although correlation ≠ causation, 
anomalies can be excellent hints

• Future belongs to those who exploit

• Correlations in multiple runs

• Causation in experiments



Concepts

Comparing coverage (or other features) 
shows anomalies correlated with failure

Nearest neighbor or sequences locate 
errors more precisely than just coverage

Low overhead + simple to realize
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Dynamic Invariants

Run

Run

RunRunRunRun
✔ ✘

At f(), x is odd At f(), x = 2

Invariant Property



Daikon

• Determines invariants from program runs

• Written by Michael Ernst et al. (1998–)

• C++, Java, Lisp, and other languages

• analyzed up to 13,000 lines of code



public int ex1511(int[] b, int n)
{
    int s = 0;
    int i = 0;
    while (i != n) {
        s = s + b[i];
        i = i + 1;
    }
    return s;
}

Postcondition
b[] = orig(b[])
return == sum(b)

Precondition
n == size(b[])
b != null
n <= 13
n >= 7

Daikon

• Run with 100 randomly generated arrays 
of length 7–13



Daikon

RunRunRunRunRun

Trace

InvariantInvariantInvariantInvariant

✔

get trace

filter invariants

report resultsPostcondition
b[] = orig(b[])
return == sum(b)



Getting the Trace

RunRunRunRunRun

Trace

✔

• Records all variable values at all function 
entries and exits

• Uses VALGRIND to create the trace



Filtering Invariants

Trace

InvariantInvariantInvariantInvariant

• Daikon has a library of 
invariant patterns over 
variables and constants

• Only matching patterns are 
preserved



Method Specifications

x = 6 x ∈ {2, 5, –30} x < y

y = 5x + 10 z = 4x +12y 
+3

z = fn(x, y)

A subseq B x ∈ A sorted(A)

using primitive data

using composite data

checked at method entry + exit



Object Invariants

string.content[string.length] = ‘\0’

node.left.value ≤ node.right.value

this.next.last = this

checked at entry + exit of public methods



Matching Invariants

A == B

s size(b[])

n

public int ex1511(int[] b, int n)
{
    int s = 0;
    int i = 0;
    while (i != n) {
        s = s + b[i];
        i = i + 1;
    }
    return s;
}

sum(b[])

return
orig(n)

Pattern

Variables

…
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Matching Invariants

s == sum(b[])

s == ret

n == size(b[])

ret == sum(b[])

public int ex1511(int[] b, int n)
{
    int s = 0;
    int i = 0;
    while (i != n) {
        s = s + b[i];
        i = i + 1;
    }
    return s;
}



Enhancing Relevance

• Handle polymorphic variables

• Check for derived values

• Eliminate redundant invariants

• Set statistical threshold for relevance

• Verify correctness with static analysis



Daikon Discussed

• As long as some property can be 
observed, it can be added as a pattern

• Pattern vocabulary determines the 
invariants that can be found (“sum()”, etc.)

• Checking all patterns (and combinations!) 
is expensive

• Trivial invariants must be eliminated



Why mine executions?

• We can also mine
other program code!

Andrzej Wasylkowski
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Method Models

public Stack createStack () {
Random r = new Random ();
int n = r.nextInt ();
Stack s = new Stack ();
int i = 0;
while (i < n) {
s.push (rand (r));
i++;

}
s.push (-1);
return s;

}
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Usage Models

 s.<init>()  

 s.push (_)  

 s.push (_)  
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Usage Models

 r.<init> ()  

 r.nextInt ()  

 Utils.rand (r)  



JPanel.add()

 panel.<init> (...)  

 panel.add (..., ...)  

 panel.<init> ()  

 panel.setLayout (...)  

 panel.add (..., ...)  



ASTNode.reapPropertyList()

 list.<init>  

 ASTNode.createPropertyList (..., list)  
 ASTNode.addProperty (..., list)  

 ASTNode.reapPropertyList (list)  



Resource.getFlags()

 resource.getResourceInfo (..., ...)  

 resource.getFlags (...)  
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Case Study: AspectJ

• 2,954 classes

• 36,045 methods

• 1,154 methods with OP support ≥ 20

• 300 violations found in 8 minutes

• Examined every single one



A Defect

for (Iterator iter = itdFields.iterator();
     iter.hasNext();) {
    ...
    for (Iterator iter2 = worthRetrying.iterator();
         iter.hasNext();) {
        ...
    }
}

should be iter2



bug.aj
@interface A {}

aspect Test {
 declare @field : @A int var* : @A;
 declare @field : int var* : @A;

 interface Subject {}

 public int Subject.vara;
 public int Subject.varb;
}

class X implements Test.Subject {}





Another Defect

public void visitNEWARRAY (NEWARRAY o) {
   byte t = o.getTypecode ();
   if (!((t == Constants.T_BOOLEAN) ||
         (t == Constants.T_CHAR) ||
          ...
       (t == Constants.T_LONG))) {
      constraintViolated (o, "(...) '+t+' (...)");
 }
} should be double quotes



Name internalNewName (String[] identifiers)
  ...
 for (int i = 1; i < count; i++) {
   SimpleName name = new SimpleName(this);
   name.internalSetIdentifier(identifiers[i]);
   ...
 }
  ...
}

A False Positive

should stay as is



A Code Smell
public String getRetentionPolicy ()
{
  ...
  for (Iterator it = ...; it.hasNext();)
  {
      ... = it.next();
      ...
      return retentionPolicy;
  }
  ...
}

should be fixed



AspectJ
Defects Code smells False positives



More Results
Table 2: Summary of the results for the experiment subjects. (See Section 5.2 for a discussion.)

# Violations

Program Total Investigated # Defects # Code smells # False positives Efficiency

A-R 0.8.2 25 25 2 13 10 60%
A T 6.0.16 55 55 0 9 46 16%
AUML 0.24 305 28 0 12 16 43%
AJ 1.5.3 300 300 16 42 242 19%
A 2.5.0.0 315 85 1 26 58 32%
C 1.2 57 57 4 15 38 33%
E 4.2 11 11 0 4 7 36%

1,068 562 23 121 417 26%

public String getPreferredEmail () {
Iterator it = getEmailIterator ();
IEmailModel = (IEmailModel) it.next ();
...

}

Figure 17: Another defect in C. Missing call to hasNext
causes this method to throw an exception in certain circum-
stances and thus cause a failure.

protected void loadPluginList () {
...
List bits = new ArrayList ();
while (...) {

...
if (...) {

bits.add (...);
break;

}
else {

bits.add (...);
...

}
}
String version = (String) bits.get (0);
String cvs_version = (String) bits.get (1);
String name = (String) bits.get (2);
...

}

Figure 18: A defect in A. The code does not check the
size of the bits list before accessing its elements. This method
was fixed in version 2.5.0.2.

5.3 Limitations and Threats to Validity
The most important limitation of our approach is that it needs sub-
stantial code bases to learn from. While this limitation can be par-
tially circumvented (e.g. if one wants to use some library and wants
OP-M to check if one is not making any mistakes, one can use
someone else’s program to learn from), it is an unavoidable price
for the ability to tap into developers’ knowledge and experience
that is contained in those code bases. Also, OP-M is only use-
ful for single-threaded programs, but it can handle the whole J
language, including the exception handling.

We have identified the following potential threats to validity:

• We have investigated seven programs with different applica-
tion domains, sizes and maturity and our results seem fairly
consistent across those programs. However, it is possible
that they do not generalize to arbitrary projects; proprietary,
closed-source programs may have very different properties.

• The tools we have used (JADET and C) could be de-
fective. We think this is very improbable, especially for C-
, whose implementation is publicly available [28]. As for
JADET as well as the OP-M code, we have used and
thoroughly validated it, so we believe that any defects left af-
fect only a small number of OUMs and violations and thus
do not spoil the results overall.

• The results of the categorization process performed on vio-
lations might depend on the expertise of the human apply-
ing the approach. However, if anything, this would make
our results better than reported—because we have marked
violations as defects only if we were completely sure that
they are indeed defects (e.g. by crashing the program, mak-
ing sure the contract was violated, seeing the code changed
in the way suggested by OP-M, etc.). An experienced
developer may spot potential problems where we see false
positives.

6. RELATED WORK
To the best of our knowledge, the present work is the first to take
an operational view at preconditions—learning and checking what
needs to be done to call a function. However, there are several other
approaches that learn from existing code or that detect defects.

6.1 Learning from Code
Ernst et al. [15] have written the seminal work on inferring invari-
ants dynamically using DAIKON. Later Hangal and Lam [22] cre-
ated DIDUCE that detects and checks invariants. Csallner et al. [9]
created DS, which uses dynamic analysis together with symbolic
execution to discover relevant invariants. Flanagan and Leino [17]
created H which infers ESC/J [18] annotations from the
program. These approaches can only produce axiomatic precon-
ditions. Ramanathan et al. [35] produce axiomatic preconditions,
unordered usage information (“this value was also used as a param-
eter of the following functions: . . . ”), origin information and con-
straints on method calls of the form “a call to g is always preceded
by a call to f”. However, these constraints are “must” as opposed to
ours “may” and are created separately from the static information
mentioned earlier. The upshot of this is that the interplay between
methods that can be represented is more limited than what OPs can
represent. They used their approach to find defects, too, but un-
fortunately did not report on the rate of false positives. Ray-Yaung
Chang et al. [7] presented an approach for revealing neglected con-
ditions in programs: they can learn so-called conditional rules and
then look for their violations.



OP-Miner

OP-Miner learns operational preconditions
i.e., how to typically construct arguments

Learns from normal argument usage
for specific projects or across projects

Fully automatic

Found dozens of verified defects
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