Isolating Relevant Component Interactions with JINSI

Alessandro Orso - Shrinivas Joshi
College of Computing
Georgia Institute of Technology

{orso, sjoshiy@cc.gatech.edu

ABSTRACT

When a component in a large system fails, developers encounter

two problems: (1) reproducing the failure, and (2) investigating the
causes of such a failure. OlINSItool lets developers capture and

replay the interactions between a component and its environment,

thus allowing for reproducing the failure at will. In additiohNSI

uses delta debugging to automatically isolate the subset of the in-

teractions that is relevant for the failure. In a first stutiySi has
successfully isolated the relevant interaction oh@ component:
“Out of the 32 interactions with th€endingMachine compo-
nent, seven interactions suffice to produce the failure.”

1. INTRODUCTION

Understanding why a program fails is a complex activity that usu-
ally encompasses two tasks. The first task consistembduc-
ing the failure, so that the failing run can be repeated at will and
analyzed. The second task consists of discovewhagt is rele-
vantin the failing run—which events caused the failure in ques-
tion, and which ones were instead irrelevant. Both of these tasks
are tricky and make debugging difficult. This is especially true for
modern software systems, which are often built through aggrega-
tion of components whose interactions with other components and
with the environment is increasingly dynamic.

In this paper, we propose amtegrated approaclthat addresses
these issues and allows for automatically (1) reproducing failing
runs at the component level and (2) identifying events that are not

related to the failure and can be eliminated, thus simplifying the S
run to be analyzed and, consequently, debugging. Our approachp

consists of two main parts:

e We capture and replayhe interaction of a (failing) compo-
nent with its environment. The interaction is recorded as a se-
guence of incoming and outgoimyents Such events can be

method calls, accesses to field values, and exceptions. This2,

sequence can be replayed at will on the component without
requiring a complete environment to be available. In this
way, we achieve a twofold advantage: we eliminate the need
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above approach falavA programs. Given a system and a compo-
nent (expressed as a set of classes) within the systssirecords
interactions between such component and the rest of the system.
When an execution failsJINSI performs delta debugging on the
recorded interactions and automatically isolates the subset of events
that were relevant for the failure.

To validate and evaluate our approach, we perform a case study
in which we uselINSI on a small example subject. Although pre-
liminary, our results are promising: They show thatSI can in-
deed isolate short sequences of interactions that make a component
fail. Such sequences ease the debugging task by considerably re-
ducing the amount of information that developers must consider.

In this paper, we make the following original contributions:

1. We present our technique for capturing, replaying, and mini-

mizing interactions between a failing component and the rest

of the system, so as to obtain a minimal, partial execution

that can reproduce the failure.

We introducelINSI, our prototype tool that implements the

approach fosAvA software by integrating capture-replay and

delta debugging capabilities.

. We provide a proof-of-concept empirical study that shows
how our approach can effectively isolate relevant interactions
for a component and so improve the efficiency of debugging.

2.

The rest of the paper is organized as follows. Section 2 introduces
an example that we use to motivate and illustrate our approach.
ection 3 describeBNSI. Section 4 presents the case study that we
erformed on an example subject. We discuss related work in Sec-
tion 5, followed by additional applications in Section 6. Finally,
Section 7 summarizes the paper and describes future research di-
rections.

MOTIVATING EXAMPLE

Before going into details, let us introduce a motivating example.
The example consists of a set of users that are running an appli-
cation on their machines. The application is a simple (imaginary)

to reproduce the entire failing run and exercise the compo- o re editor, callectasyDraw , that allows users to perform a va-
nent exactly in the same way that led to its failure. riety of graphic operations, such as adding and removing geometric
Arecorded interaction is a sequence that can easily consist offigures, coloring them, and moving them around. Assume that there
thousands, even millions, of events. However, only a subset IS & fault ineasyDraw , and one of the users reveals the fault by
of this sequence may be required to make the failure occur. performing the foIIOW|_ng actions (see Figure 1): create a canvas
We usedelta debuggindo automaticallyisolate the failure- ¢, add a number of circles,c1, c2, ..., cn, to the canvas, and
inducing eventsThe idea is to systematically test subsets of layout the figure. This last operation results in an invocation of

the initial sequence until a set is found where every remain- C-dyout()  , throwing aDivisionByZeroException
ing call is relevant for producing the failure. Typically, the user would be given the possibility to send back

some crash-related information to the application developer. In this

We have developed a prototype, call#dsS|, that implements the case, such information would be the exception that was thrown and
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the stack trace at the time of the failure. The stack trace would
simply include the three methods that were last activain() , Test outcome (pass/fail/unresolved

EasyDraw.layoutCanvas() , andCanvas.layout()

Assuming thateasyDraw is a non-trivial application, debug-  Figure 2: JINSI phases. After instrumentationJINSI captures
ging the problem with such a stack trace would be fairly difficult. events, to be minimized by delta debugging.
The programmer would need to (1) recreate a set of interactions

that cause an exception at that point in the program, and (2) traceand the rest of the application while users are using the software.
back the cause of the error, possibly restarting the failing applica- The interactions captured include method calls, field accesses, and
tion over and over. What the developer would need is a trace of exception flows. In thésolation phaseJINSI applies delta debug-

all the interactions between the failing component and the rest of ging to systematically isolate those interactions that are relevant for
the application. However, collecting and sending to the developer a the fajlure.

complete trace is typically impractical—there could be millions of |y a possible scenario for the technique, the developer identifies
interactions to be recorded and transmitted. Besides creating prob-5 component in an application that is failing for some input and
lems in terms of storage, bandwidth, and even privacy, such tracesyants to identify a minimal set of stimuli for the component that
would likely contain too much noise and would not necessarily help \ould reproduce the failure. To this end, the developer uBes
to improve the efficiency of the debugging activity. on the application, specifying as the component of interest, while

In the next sections, we describe our approach that addresseserunning the application against the input that caused the failure.
these issues by collecting and reporting a minimized execution trace jjns| instruments the application, records the incoming and outgo-
that contains only interactions that are relevant for the failure. Such ing events forc, and computes a minimized set of interactions that
a trace would allow for a more efficient and effective debugging s then reported to the developer. At this point, the developer can
than either a generic crash report or a complete execution trace.  yse this minimized interaction set to efficiently debug the compo-

nent problem.

3. THE JINSI APPROACH To illustrate howJINSI operates, we use the example introduced
in Section 2. Assume that the component instrumentediNg! is

We call our approach, and the tool that implementsitisi (for o . . -
PP P SI( canvag. The failing execution results in a trace containiag+ 3

“JINSI Isolates Noteworthy Software Interaction$”)JINSI con-

sists of three main phases: instrumentation, capture, and isolation Nt€"actions:

Figure 2 provides an overview of these three phases. Imgteu- « one incoming call ta's constructor

mentation phasaiNSlis invoked with an application and a compo- . .

nent (specified as a list of classes); it then produces a new version ~ ® ™ coming calls tadd(c1) -, ..., add(cn)

of the application instrumented for recording the components in-  ® ©n€ incoming call tdayout() .

teraction. In thecapture phasgJINSI's instrumentation intercepts, e 7 pairs of interactions (one of which returns 0):

captures, and records all of the interactions between the component — outgoing call togetRadius()
— incoming return frongetRadius()

one outgoing exceptioDivisionByZeroException

LJinsi” is also the Swahili word for “method,” which is the most
common interaction recorded by our approach.



WhenJINSI performs delta debugging to isolate those interactions
that are relevant for the failure, it finds that a sequence of five inter-
actions is sufficient to cause the failure:

. anincoming call ta’s constructor,

. an incoming calbhdd(c2) , and

. anincoming callayout()  as well as

. oneoutgoing callto getRadius() , and
. the corresponding return with value 0.

a b wWNPEF

All the other interactions are completely irrelevant to the failure.

With such a short sequence of interactions, debugging is far eas-
ier than with a complete execution trace. In this example, the de-
veloper would easily infer that thiayout() method does not
handle circles with a radius of zero, thus causing the failure.

In the rest of this section, we discuss the three phases of our ap-
proach and the details of the technique. In the discussion of the
technique, we use the following terminology. We refer to the com-
ponent whose interactions must be recorded asliserved com-
ponent(or simply component) and to the classes in the observed
component as thebserved classe®r code). Observed methods
and observed fieldsare methods and fields of observed classes.
In an analogous way, we define the terexternal codeexternal
classesexternal methodsandexternal fields Basically, we indi-
cate agexternalanything that is either in the part of the application
that does not include the component or in the library code.

3.1 Instrumenting Code

To capture the interactions between the component of interest and
the rest of the application]INSI leverages a capture/replay tech-
nique that (1) identifies all of the interactions between observed and
external code, (2) suitably instruments the application code, and (3)
efficiently captures interactions at runtime [G)NSI's instrumen-
tation is designed to capture all types of interactions between two
parts of the code: incoming and outgoing method calls, incoming
and outgoing return values, accesses to field, and exception flows.

The type of instrumentation inserted varies based on the type of
event to be captured. For example, to capture incoming calls and
corresponding returng|NSI performs two steps:

1. In afirst step,JINSI replaces each public methad) in the
component with a proxy method and an actual method. The
actual methochas the same body ag) (modulo some in-
strumentation), but has a different signature that takes an ad-
ditional parameter of a special type. T@xy methodcon-
versely, has exactly the same signaturenabut a different
implementation. The proxy method (1) creates and logs the
appropriate call event, (2) calls the actual method by speci-
fying the same parameters it received plus the parameter of
the special type, (3) collects the value returned by the actual
method (if any), logs a return event, and (4) returns to its
caller the collected value (if any).

. In the second steplINSI modifies all calls from observed
methods to other observed methods by adding the additional
parameter of the special type mentioned above. In this way,

we are guaranteed that calls that do not cross the boundaries

of the observed code invoke the actual (and not the proxy)
method and do not log any spurious incoming call or incom-
ing return (these calls and returns occur naturally during re-

play).

Due to lack of space, we do not describe how our instrumentation
technique operates for all types of events we capture. Complete
details about the instrumentation are provided in [6].

3.2 Capturing Events

The capture phase takes place while the application is running (e.g.,
in the field or during testing). At runtime, the probes added to the
code in the instrumentation phase suitably capture the interaction
between the component and the external code and record them in
the form of events with attributes. The events, together with their
attributes, are recorded in awent log

3.2.1 Capturing Execution Events

JINSI captures three main kinds of event: method calls, accesses to
field, and exceptions.

Method calls. The most common way for two parts of an applica-
tion to interact is through method calls. In our case, we must
account for both calls from the external code to the compo-
nent {ncalls) and calls from the component to the external
code putcalls). Note that the technique does not need to
record calls among observed methods because such calls oc-
cur naturally during replay.

Our technique records four kinds of events related to method
calls: (1)OUTCALL events, for calls from observed to unob-
served code; (2INCALL events, for calls from unobserved
to observed code; (R)UTCALLRET events, for returns from
outcalls; and (4)NCALLRET events, for returns from incalls.
These events contain enough information (i.e., attributes) to
be able to reproduce the event during replay. For example,
INCALL events have three attributes: the receiver object, the
signature of the method being called, and the list of parame-
ters.

Field accessesInteractions between different parts of an applica-
tion also occur through accesses to fields. To account for
these interactions, our technique records accesses to observed
fields from external code and accesses from the component
to external fields. In the case of accesses from external code
to observed fields, we only record write accesses—read ac-
cesses do not affect the behavior of the component and, thus,
do not provide any useful information for replay.

Our technique records three kinds of events for accesses to
fields: (1)OUTREAD events, for read accesses from observed
code to external or library fields; (JUTWRITE events, for
write accesses from observed code to external or library fields;
and (3)INWRITE events, for modifications to an observed
field performed by external code. Also in this case, the events
contain enough information to be replayed (e.g., the object
containing the field, the field name, and the value being writ-
ten forINWRITE events).

Exceptions. Exceptions too can cause interactions between differ-

ent parts of an application. Moreover, interactions due to ex-

ceptions occur through implicit changes in the applications’
control flow and are typically harder to identify than other
types of interactions.

To capture interactions that occur due to exceptions, our tech-

nique records two types of events: @YCIN, for exceptions

that propagate from external code to the component; and (2)

EXCOUT, for exceptions that propagate from the component

to external codeEXCIN andEXCOUT events have only one

attribute that consists of the type and objixbf the corre-
sponding exception.

3.2.2 Capturing Partial Information

When capturing data flowing through the boundary of a component
(e.g., values assigned to a field), a major issue is that the types of
such data range from simple scalar values to complex and compos-



boolean hasPositiveElement(Set set) {

- ) 1 <SELECT NAME="priority"  _MULTIPLE_SIZE=7> 0O

boolean foufd .false, 2 <SELECT NAME="priori ty" _MULTIPLE_SIZE=7> 0O

Element e = null; 3 <SELECT.NAME="priori ty" _MULTIPLE SIZE=7> O

Iterator it = Set_iterator(); 4 <SELECT NAME="priority" _MULTIPLE_SIZE=7> 0O

while (it.hasNext 5 <SELECT NAVIE="priori  ty" _MULTIPLE_SIZE=7> O

_(. ’ 0) { 6 <SELECT NAVIE="priority"  _MULTIPLE_SIZE=7> O

e = itnext(); 7 <SELECT NAVIE="priority" _MULTIPLE SIZE=7> O

if (e.value > 0) { 8 <SELECT_NAVIE="priority"  _MULTIPLE_SIZE=7> O
found = true; :

break; 19 <SELECT_NAME="priority" _MULTIPLE_SIZE=7> O

} 20 <SELECT_NAME="priority" _MULTIPLE_SIZE=7> O

21 <SELECT_NAME="priority"  _MULTIPLE_SIZE=7> O

. 22 <SELECT_NAME="priority"  _MULTIPLE_SIZE=7> O

return found; 23 <SELECT,_NAME="priority"  _MULTIPLE_SIZE=7 > O

} 24 <SELECT_NAME="priority"  _MULTIPLE_SIZE=7 > O

25 <SELECI NAME="priority" _MULTIPLE_SIZE=7> O

26 <SELECT NAME="priority"  _MULTIPLE_SIZE=7> O

Figure 3: The hasPositiveElement() method. Replaying
interaction requires only a minimum of recorded information. Figure 4: Simplifying failure-inducing HTML input (from [10]).
Delta debugging simplifies input by running systematic experi-
ite objects. Whereas capturing scalar values can be done inexpen-mems'
sively, collecting object values is computationally and space expen-
sive. A straightforward approach that captures all values through The benefits of a simplified input include cutting away irrelevant
the system (e.g., by serializing objects passed as parameters) wouldhformation; it also normally results in shorter program runs which
incur in a tremendous overhead and would render the approach im-cover less of the code.
practical. (In preliminary work, we measured time overhead of over  In earlier work [10], Zeller and Hildebrandt had devised a method
500% for a technique based on object serialization.) Our key intu- called delta debuggingan automatic means to simplify failure-
ition to address this problem is that (1) we only need to capture the inducing input. Delta debugging would repeat the failing test while
subsets of those objects that affect the computation, and (2) we carsystematically suppressing parts of the input, eventually coming up
conservatively approximate such subset by capturing it incremen- with a simplified input where every remaining part is relevant for
tally and on demand, without using sophisticated static analyses. producing the failure. An excerpt from such a simplification pro-
As an example, consider the code in Figure 3. The method cess is shown in Figure 4, where delta debugging minimized an
hasPositiveElement() takes a set as a parameter and returns original 896-lineHTML input which caused the Mozilla browser to
true if the set contains at least one positive element. Consider crash. Each input was checked whether the failure still occulied (
now a call tohasPositiveElement() in which the third ele- or whether the test passed ). Eventually, the input was reduced
ment returned by the iterator is positive. In this case, eventif to a single failure-inducingiTML tag; printing out this<SELECT>
contains millions of elements, we only need to store the first three tag would suffice to make Mozilla crash.
elements accessed in order to replay the call. In fact, we do notneed Unfortunately, what works nicely in a lab environment can still
to store objects at all. Ultimately, what affects the computation are have major problems in practice, especially when it comes to ap-
the scalar values stored in objects or returned by objects’ methods.plying one method to a variety of scenarios. In fact, applying delta
Therefore, as long as we can automatically identify and intercept debugging to input involves a number of nontrivial requirements:
accesses to those values, we can disregard the objects’ state. For
instance, in the example considered, the only data we need to storéVe need a means teeproduce the run automatically Correctly
to replay the call thasPositiveElement() are the boolean reproducing a failure can be among the most time-consuming
values returned by the calls to the iterator's methadNext() tasks in debugging—especially if the application in ques-
which determine the value of thehile predicate, and the values tion is not prepared for automation. In the Mozilla example
associated with the three elements accessed. above, reproducing the failure included setting up an envi-
Although itis in general not possible to identify in advance which ronment that simulated user interaction to loadHiieIL file
subset of the information being passed to a method is relevant for a and attempt to print it.
given call, we can conservatively approximate such subset by col- We need a means t@ontrol the input. Inputs are frequently pro-
lecting it incrementally. To this end, when logging data that crosses duced by other components—in the case of MozillajanL
the boundaries of the component, we record the actual value of the server—that may be hard to control. Again, one must hope
data only for scalar values. For objects, we only record their unique for the application to provide appropriate interfaces; Mozilla,
ID 2 and type. (We need to record the type to be able to recreate for example, can also reatfML input from a file.
the object during replay.) With this approach, objizs, types, We need knowledge abouthe input structure. In Figure 4, the in-
and scalar values are the only information required to replay exe- putis simplified on a character-by-character basis. FYerL
cutions, which can dramatically reduce the space and time costs of has its own syntactic structure, which should be exploited
the capture phase. when simplifying. Non-textual inputs can hardly be simpli-
. fied effectively without knowledge of their structure.
3.3 Isolating Relevant Events
A common task in debugging is &implify the inpui—that is, to JINSIovercomes all of these problems. Programmers cadinNs:
find out which part of the input is relevant for the failure in question. t0 record component interactions and replay them at will. Applied
to theeasyDraw application discussed earlier, for instandie(SI

*Our technique associates a unique ID to every object by suitably would capture interactions during an interactive (and possibly re-
instrumenting constructors. mote) session, and then replay the recorded interactions—which




. . . . class VendingMachine {
trivially implies complete control over the invoked method calls. private int currValue;

Thus,JINSI users have a means to reproduce the run, and a means private boolean enabled;
to control the input.

When it comes to simplifying the interactionBNSI uses delta
debugging to suppress method calls rather than input. Applied to  public void insert( Coin coin ) {
the interactions shown in Figure 1, for instang®ySI systemati- int value = coin.getValue();
cally suppresses subsets of events and assesses the result: if the ﬁ”;%fk‘,;uf >":a'Lée(;)ST)
Canvas raises an exception, the test fails (meaning that the sup- enabled = true;
pressed interaction was not relevant); if it does not, the test suc- '}
ceeds (meaning that the suppressed interagtamsrelevant). This
process is repeated until only the relevant interaction remains—the
five interactions discussed in Section 2. public void vend() throws lllegalCreditException {

: AR ; ; ; ; if (enabled) {
The benefit of minimizing interaction rather than input is that the System ouit.printin( "Get your drink):

public VendingMachine() {...}

public void returnCoins() {...}

original input structure is reflected in the structure of method calls curvalue -= COST:
and their arguments. For instance, the original user interactions, if (currvalue == 0)
adding circles to the canvas, are all reflected in individual method enabled = false;
calls. As these are systematically suppressed duiig's isola- Lbe 03

tion phase, the process can often be equivalent to appropriate trans- /I invariant
formations/reductions of the original input. if (currvalue < 0)

One possible downside diiNSI is that the programmer must throw new lilegalCreditException();

choose éoundaryat which interaction is to be recorded and re- 3
played. However, if this boundary is well-chosamSi can totally
replace simplification of input. Moreover, because the size of the
component that we capture can ideally range from one class to the
whole program,JINSI can also be used to record and replay entire
applications. For e>_<an_1ple, consider a program that uses a St‘fjmd"’lr(iiowing request to vend is successful even if the credit is insufficient,
parser to process its input. Assume that, whenever some syntac-WhiCh is a defect
tic entity is read, the parser invokes a method to process the entity. For example i.f a user adds 80 cents, requests an item and then
If the programmer chooses this point as the boundary between Ob'requests a secbnd item, he or she wouid receive both of them. At
served and external cod&NSI will effectively record and replay ' '

the application input. Even better: ARSI suppresses the method this point, the execution would terminate with an exception because
pplicat put. ; PPress ... _the class invariant that the credit musthé has been violated (the
calls associated with the processing of some entity, the application .
. X . AN . LT credit would be—70 after the second sale).
will act as if the entity was missing in the input—that is, it will act

. : A . . . Figure 6 shows parts of a possible sequence of interactions be-
as if the input had been simplified according to its syntactic struc- tween thevendingMachine  and the rest of the application that
ture. This makegINSI not only more general, but also far more 9 pp

versatile than simplifying input. (In Section 6, we provide more may lead to a failure. For our case study, we generated random user

examples of possible usage scenariosfusL) inputs and_ kept providing such inputs to the application, through
theUl, until we generated a failure.

We repeated the operation ten times and kept the longest se-

Figure 5: A VendingMachine Component. The vend()
method has a defect, causing an exception being thrown.

4. CASE STUDY quence, which consisted in 28 user operatianse(ts, coin re-
To assess the feasibility of our approach, we performed a case studyturns, andvends). We then invokedINSI on the application, spec-
on an example subject: an implementation afemding machine. ifying VendingMachine as the component of interest, and then

We picked this example because it is simple enough to be explainedre-run the instrumented application.
in a paper, yet not entirely trivial. Moreover, it is a pre-existent In its capture phasg)NSI produced an event log that contained
example that was not created by any of the authors and has beer82 interactions. In its isolation phasi\SI reduced these 32 inter-
used in a number of papers. actions to seven, listed in Figure 7.

The vending machine example consists of three classes. The These seven events are indeed the minimal set of interactions
Coin class represents coins of various values, such as nickels,necessary to reproduce the fault in MendingMachine com-
dimes, and quarters. Clakh is the user interface for the overall ponent. They create an instance of the component, add 85 cents by

application. Through the interface, users can insert calimn( inserting appropriate coins, and invokend() twice. After the
instances), ask for having their coins back, and buy an item. The second call toend() , theVendingMachine object would fail
VendingMachine class implements the actual functionality of ~ with an lllegalCreditException . Removing any of these

the vending machine and is operated through the user interface (i.e.events would result in a sequence that does not cause the failure
an instance obl drives theVendingMachine based on the in- to occur—that is, each single event is relevant for producing the
puts received from the user). failure2

This application, and more precisely tMendingMachine AlthoughJINSI's performance is not an issue at this stage of the
class, contains a defect. In Figure 5, we see a part of the sourceresearch, we measured how long it took to isolate the relevant inter-
code of thevendingMachine class, illustrating the error. Every

time a coin is inserted, through a call to metHodert() , its *To simplify the presentation, the list above does not show the
value is added to the current credit (variablerval ). Whenthe ~ 0utgoing events, which correspond @UTCALL events from
VendingMachine to Coin.getValue() and corresponding

credit reaches the cost of an item (75 cents),elhgbled flag IS OUTCALLRET events. Such events are not stimuli for the com-
setto true. However, after a sale, #mabled flagisresetonlyif — yonent, but rather events from the component thias! suitably
the creditis 0. In other words, if there is any credit residue after the consumes by providing the appropriate scalar values footie
sale, the machine erroneously stays in the enabled state, and a folCALLRET events.
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, oo Cein 1. INCALL (init ()
-l- | <<Create>> 2. INCALL insert(Coin(25))
L oblectx . b D 3. INCALL insert(Coin(10))
interacton™ ] b«C:i"(QUARTEH)» D | 4. INCALL insert(Coin(25))
object #x+1 ' . .
----------------- - insert(object #x+1) H 5' INCALL Insert(COIn(zs))
O ‘ value 6. INCALL Vend()
o D ____________ <int value> 7. INCALL vend()
Q |
user 8 rotumGoins0) ; Figure 7: Relevant calls.Out of 32 recorded interactions with the
eraction® A D VendingMachine  componentJINSI has isolated seven which
o o} suffice to reproduce the failure.
o) Q vend() !
o
2 )
8 ! Mock Objects. In [7], Saff and colleagues introduce the idea of
o <<Coin(QUARTER)>> 3 usingmock objectswhich automatically reproduce part of
oblectdy . D ncor(obioct et | the environment, to improve the efficiency of re-testing—
n: X+ . . . .
— (oblect Bl JINSlalso relies on mock objects to allow for replaying with-
8 D p— out a complete environment, but for different goals.
o A Delta Debugging. Besides minimizing a set of method calls, as
o) 1 in [4] and this paper, delta debugging has been used to iso-
user % vend) | late various failure-inducing circumstances [9]. As discussed
interaction ! above, we findJINSI more general and more versatile than
Tl vend() simplifying input; we also find it more light-weight and more
| MegalCreditException ] D [1 robust than isolating state differences.

Selective Capture-Replay.SCARPE[6] is a technique and a tool
for selective capture/replay. Given an application, the tech-
nique allows for capturing and replaying a part of the ap-
plication specified by the usedINSI leverages some of the
technology behinéCARPE

Figure 6: Event flow within the vending machine. After some
interactions, the vending machine throws an exception.

actions and how many iterations of the delta debugging algorithm
were performedJINSI minimized the sequence in 11 seconds, per-

forming 388 iterations, on a dedicated Pentium 1ll machine with 6. POTENTIAL APPLICATIONS

1GB of memory running the GNU/Linux Operating System (Ker- we believe that the combination of capture/replay with delta de-
nel version 2.4.26). bugging, all applied on component interactions, has the potential

These results are promising and motivate further research. Intg greatly improve debugging. We describe why the proposed idea
terms of the effectiveness of the technique, the results support anmight succeed and also why it might fail.

“existence argument”: cases exist in which our technique can pro-
duce benefits in generating minimal failing executions for debug- 6.1 Why JINSI Could Succeed

ging. In terms of efficiency, the performanceifiSiis acceptable,  |n recent years, research in dynamic analysis and debugging has
if not good, especially considering that it is still an initial prototype made considerable advances, promising to make programmers more
completely unoptimized. effective when debugging programs. However, being ablepim-
ducearunis still the basic requirement for any debugging method—

if we cannot reproduce a run, there is no way to tell whether we

. RELATED WORK have actually fixed the defect.

This paper contains two core ideas: recording and replaying com-  Thjg js wheresiNsI becomes valuable. The obvious scenario of
ponent interactions, and isolating_ relevr_:mt_ method calls. Earlier \;se for our approach consists of applying it in-house, when devel-
work has explored each of these ideas in isolation. However, the gners are testing their code. In this case, developers could ran their
present paper is the first to combine both. system tests while capturing the interactions of one or more compo-
nents (e.g., modified or newly created components). When one of
Test Case Minimization. The work closest to ours in Spirit is the the monitored Components fa”sv the approach saves the recorded
minimization approach of Lei and Andrews [4]. Just like us, interactions and starts performing the delta debugging step until
they apply delta debugging to isolate the set of method calls the failure-inducing events have been identified. At this point, this
that is relevant for a failure. As their approach is based on set of events would be provided to the developers in the form of
random unit testing, though, they minimize a setaridom a test case. The test case can be used as a minimal test cases that
method callsather than a set of previously recorded interac- reproduces the component failure and lets developers investigate
tion, as INJINSI. its causes to eliminate them. For best integration with current test
Omniscient Debugging. Bil Lewis’ ODB debugger records all practices,JINSI could even produce aINSI test, reproducing the
states of @AVA program run. It then allows the programmer failure at will.
to interactively explore the recorded states, thus accessing However,JINSI can also be applied teployed softwareThere
all aspects of a run [5]. AsINSIreduces the recorded runto  are different possible instances of this scenario. For example, de-
the relevant calls, the remaining run could easily be observed velopers could configure the deployed system so that the interac-
usingODB-like techniques. tions of different components are captured at different deployment



sites. In this case, when a component that is being monitored fails, served components and their environment, but also the in-

the minimal test case generated S| could be packaged and teractions within the observed components. This extension
sent back to the developers for further investigation. This sce- may lead to the identification afhains of relevant interac-
nario (although it introduces privacy issues that will have to be tionsthat reveal which parts of the program execution were
addressed) is very compelling because it would allow developers actually relevant for a failure.
for effectively investigating field failures whose resolution could ) o ) o ) .
greatly benefit users. Isolating vs. smphfylng._ Besides simplifying re_Ievant interactions,
Finally, we want to point out thaliNS is a very general, ver- as_descrlbed in th|§ paper, delta debugging can also be _used
satile, and lightweight approach. In particular, it requires no do- to isolate relevandifferencesbetween a passing and a fail-
main knowledge about the structure of the input (as in other delta- ing execution. In such a settingNSI would tell the relevant
debugging approaches) and does not rely on any special operat- differences petween two recorded sets of. |nt.eract|0ns: one
ing system or library support for capture/replay (as in other cap- where the failure occurred and one where it did not.

ture/replay approaches). Overall, we believe thigsi has the po-

X . More case studies.Finally, we are investing a considerable effort
tential to become a valuable tool for everyday’s debugging tasks.

in making JINSI usable for more and larger programs, as

6.2 Why JINSI Could Fail well as in generally improving its usability and performance.
These improvements shall allow us to conduct large-scale

case studies and better evaluatesr's usefulness. Even-

tually, we plan to turrgINSI into a publicly available plug-in

for the ECLIPSEprogramming environment.

There are several ways in whigiNSI may not work as expected.
First, although capture/replay approaches using mock objects
have been shown to scale to large and complex applications [7]
and to suitably capture and replay events [6], it is possible that spe-
cific aspects of a component’s interactions may not be adequaterACkn0W|edgments

captured, especially if real-time aspects or thread schedules are rel-_
evant for the failure. This work was supported by grant Ze509/2-1 from Deutsche For-

Second, our approach can easily minimizeimtiomingevents schungsgemeinschaft to Saarland University as well as by NSF
that are controlled by the environment, such as method calls and@Wards CCR-0205422, CCR-0306372, and CCR-0209322 to Geor-
direct modifications to the observed component's state (i.e., field 9i@ Tech. Our work was greatly facilitated by recent open-source
accesses)IINSIs replay infrastructure can control which of these  JAVA programming frameworks, SUChBSEL [1], EASYMOCK [2],
events to replay and which ones to skip. Howeirezpmingreturn andJ_AVASSIST[3]. _Valenpn Dallmeier, Christian Lindig, an_d An- _
events depend on the occurrence of correspondirigoingcalls, drzej Wasylkowskl provided valuable comments on earlier revi-
which cannot be controlled because they originate in the observedSions of this paper.
component. Currently, we simply let sucitgoingevents occur
and produce the correspondimgomingevents. We are working 8. REFERENCES
on better ways to control and manipulate the values returned by [1] Byte-Code Engineering Library (BCEL).
outgoing calls, in order to minimize this information as well. http://jakarta.apache.org/bcel/

Finally, choosmg an appropriate boundary between observed com- 2] EasyMock home pagéttp:/iww.easymock.org/
ponents and environment may not always be easy; unfortunately, [3] Javassist home pagettp://www.csg.is.titech.
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