Woher kommen Software-Fehler?

Jeder Programmierer kennt die Situation: Ein Programm lauft nicht
so, wie es soll. Ich stelle Techniken vor, die automatisch

(a) die Ursachen eines Fehlverhaltens finden - indem wir genau die
Aspekte isolieren, die das Zustandekommen eines Fehlers
verursachen;

(b) Programmfehler finden - indem wir aus dem Code "normale"
Anweisungsfolgen lernen und nach Abweichungen suchen; und

(c) vorhersagen, wo in Zukunft Fehler auftreten werden - indem wir
maschinell lernen, welche Code- und Prozesseigenschaften bisher
mit Fehlern korrelierten.

Fallstudien an echten Programmen mit echten Fehlern, von
Aspectd Uber Firefox zu Windows demonstrieren die
Praxistauglichkeit der vorgestellten Verfahren.

Andreas Zeller ist Professor flr Softwaretechnik an der Universitat
des Saarlandes in Saarbriicken. Sein Forschungsgebiet ist die
Analyse groBer Software-Systeme und deren Fehler. Sein Buch
"Why Programs Fail - A Guide to Systematic Debugging" wurde
2006 mit dem Jolt Software Development Productivity Award
ausgezeichnet.

Where do Bugs come from!?

Andreas Zeller  Saarland University

a s p e ctj crosscutting objects for better modularity

bug.aj

@interface A {}

aspect Test {
declare @field : @A int var* : @A;
declare @field : int var* : @A;

interface Subject {}

public int Subject.vara;
public int Subject.varb;
&

class X implements Test.Subject {}
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Diagnosis Detection Prevention
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Diagnosis
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bug.aj
@interface A {}

aspect Test {
declare @field : @A int var* : @A;
declare @field : int var® : @A;

interface Subject {}

public int Subject.vara;
public int Subject.varb;
}

class X implements Test.Subject {}

We can fix this by
ajc Stack Trace looking at the

stack trace.

java.util.NoSuchElementException
at java.util.AbstractList$Itr
.next(AbstractList.java:427)
at org aspectj.weaver.bcel.BcelClassWeaver
1eldRepeatedTy
(Bce1C1assWeaver java:1016)




weaveAtFieldRepeatedly
for (Iterator iter = itdFields.iterator();

iter.hasNext();) {

for (Iterator iter2 = worthRetrying.iterator();
61asNext() D

600 Columba
File Edit View Utilities Help

-8 Local Addressbooks Enie or @l CEs Clear

Display Name ¥ _|First Name Last Name |EMail nternety | website

{Z] Remote Addressbooks

Llumba

http:ffcolimba.source forge.net/
L

mozilla:csv




Simplifying

® Proceed by binary search. Throw away half [HSG_—_>"
Programming- B

the input and see if the output is still wrong. [

® |f not, go back to the previous state and
discard the other half of the input.

mozilla.csv

Failure CCause

Now, the idea is

Failure Cause that we can easily
automate the

whole process.

Schafer, Christa, +49 6897 71167, +49 68130264011,




Problem:
Simplifying manually
is inhuman.

Delta Debugging

Delta Debugging isolates failure causes automatically:
Inputs: | of 436 Columba contacts
Code changes: | of 8,721 code changes in GDB

Threads: | of 3.8 bin thread switches in Scene.java

Fully automatic + purely test-based

Problem:
Simulating user interaction
IS cumbersome.




Isolating Relevant Calls

Step I:Record

Vector()
add()
add()

remove()

remove()

remove()

Isolating Relevant Calls
Step 2: Replay
Vector()
add()
add(Q)
remove()
remove()

remove()

Isolating Relevant Calls

Step 3: Simplify

Vector()
add()
add(Q)

remove()

remove()

remove()




Isolating Relevant Calls

Step 4: Create Unit Test

testVector()
{

Vector v = new Vector();
v.remove(obj);

}

Columba ContactModel

ContactModel ()
setSortString()
setFormattedName()
setNickName()
setFamilyName()
setGivenName()

and 18732 more...

Columba ContactModel

ContactModel ()
—>

getPreferredEmail() [C:Contactfiodel
—>




Unit Test

testContactModel ()

{
ContactModel c¢ = new ContactModel();

String s = c.getPreferredEmail();

getPreferredEmail

public String getPreferredEmail() {
Iterator it = getEmailIterator();

// get first item
TEmailModel model = (IEmailModel) 1';

// backwards compatiblity
// -> its not possible anymore to create a
// contact model without email address
if (model == null)
return null;

return model.getAddress();

Delta Debugging

Delta Debugging isolates failure causes automatically:
Inputs: | of 436 Columba contacts

Code changes: | of 8,721 code changes in GDB
Threads: | of 3.8 bln thread switches in Scene.java

Calls: 2 of 18738 method calls

Fully automatic + purely test-based




“The definitive book on debugging”
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Diagnosis

Where do Bugs come from? * Andreas Zeller, Saarland University

And if you need
such a toolbox, |
have written all
these techniques
down in a
textbook.



Detection

Where do Bugs come from? * Andreas Zeller, Saarland University

weaveAtFieldRepeatedly getPreferredEmail

Aspect]

® [nvalid iterator usage:
hasNext() should precede next()

® hasNext() is operational precondition

Problem:

Specifying preconditions
is hard work.

Kann man
spezifizieren -
eleganter ist aber
das Extrahieren
aus Code



OP-Miner

Usage Models Temporal Properties

- hasNext < next

L
—_ hasNext < hasNext
Program @Next) iter.next O hineinin ik
@ next < next

Anomalies Patterns

hasNext < next
hasNext < hasNext hasNext < next

hasNext < next hasNext < hasNext
hashext——hashext

OP-Miner

Usage Models

{
Program |jmmd @Nat) iter.next O
{

Method Models

public Stack createStack (O {

Random r = new Random ();
int n = r.nextInt );
Stack s = new Stack ;
int 1 = 0;
while (i < n) {

s.push (rand (r));

1++;
}
s.push (-1);
return s;




Method Models

public Stack createStack ()
Random r = new Random ();
int n = r.nextInt Q;
Stack s = new Stack Q;
int i = Q;
while (i < n) {
s.push (Crand (r));

1++;

}
s.push (-1);
return s;

3

lRandom r = new Random ();

Method Models

public Stack createStack (O {

Random r = new Random ();
iinEins—srnextint e @)
Stack s = new Stack ;
e 1= )
while (i < n) {

s.push (rand (r));

1++;
}
s.push (-1);
return s;

57

Random r = new Random ();

r.nextInt O;

= new Stack ;

0;

&
l
o
l
o
1
o
1
o

Method Models

public Stack createStack (O
Random r = new Random ();
int n = r.nextInt );
Stack s = new Stack ;
int 1 = 0;
while (i < n) {
s.push (rand (r));
1++;

}

s.push (-1);

return s;

3

Random r = new Random ();

int n = r.nextInt Q;

Stack s = new Stack ;

0;

OEN0=0- 000

qud r);




Method Models

p R = R H
public Stack createStack () { dudonlERe AR NdoTE®):

Random r = new Random ();
int n = r.nextInt Q;
Stack s = new Stack Q;

¥

T.

o
lint nE=genexklinta @)
. . '
1nF i =_®; 1 = new Stack Q);
while (i < n) { ®

s.push (Crand (r));

1++; l
!
()

0;

}
Sofeltelel (D)3 tem lil=En

return s; [

} (/s.push =15 k\E;EEiE—E:and r));
!’ ()

Method Models

Rand = Rand .
public Stack createStack (O { andomlpisinen. Random, O

Random r = new Random ();
int n = r.nextInt Q; i .nextInt O;
Stack s = new Stack ;
EARERE new Stack ();
while (i < n) {
s.push (rand (r)); ; ;
1t+; 0;
}
s.push (-1);
return s; ®

} [/s.push -D; k\i;EgEE_E:and r));
!’ ()

Usage Models

Random r = new Random ();

int n = r.nextInt Q;

0;

L= )

1<n

é
l
[
l
([ )
1 new Stack O;
([ )
|
()
|
()

[/s.push -1; (\i;EEiE_E:and AP
? O)




Usage Models

Stack s = new Stack Q;

=W

-
-
-
-
.I

[ < pushiC19s wa”d ™;
()
v

Usage Models

|
®

s.<init>Q)

.:) s.push (L)
s.push ()

()
!

Usage Models

Random r = new Random ();

=B

nt n = r.nextInt Q;

Stack s = new Stack Q;

int i = 0;

=)

O O CUsal Sl Sems 2

—
A
=)

[s.push -1; m(‘r‘and AP
? O)

1++;




Usage Models

Random r = new Random ();

=k
=
+

n = r.nextInt ;

Usage Models

r.<init> O

r.nextInt

?:) Utils.rand (r)

Usage Models

|
{
(:EEEE:EE%N%EE:EE:) iter.next OO
{
!

Anomalies

hasNext < next
hasNext < hasNext

hasNext < next
hashext—<=hashext

Temporal Properties

hasNext < next
hasNext < hasNext
next < hasNext
next < next

Patterns

hasNext < next
hasNext < hasNext




OP-Miner

Anomalies

hasNext < next
hasNext < hasNext

hasNext < next
hashext——hashext

This would be a
Discovering Anomalies pattern, if it were

- . not for the missing
emporal Properties
start < lock < eof < element
stop unlock close
et I [ ]
open() . .

hello() - .

parse()

A Defect

for (Iterator iter = jitdFields.iterator();
jter.hasNext();) {

for erator iter2 = worthRetrying.iterator();
asNext();) {

- should be iter2




Another Defect

public void visitNEWARRAY (NEWARRAY o) {
byte t = o.getTypecode ();
if (1 ((t == Constants.T_BOOLEAN) ||
(t == Constants.T_CHAR) ||

(f-;= Constants.T_LONG))) {
constraintViolated (o, "(...) i) eb)s
;

} should be double quotes

A False Positive

Name internalNewName (String[] identifiers)

for (int i = 1; i < count; i++) {

S1mp1eName name = new S1mp1 g 1
name. 1nterna1SetIdent1f1er 1dent1f1ers[1]

should stay as is

A Code Smell

public String getRetentionPolicy ()
{

for (Iterator it = ...; it.hasNext();)

{
= Eanext@:

return retentionPolicy;
};

should be fixed

On encountering a
wrong typecode,

\ <VisitNEWARRAY/()
> should report
the typecode to the
user. However,

it fails to do so, as
it uses \<'+t+'>

instead of \ <"+t
1 "\ llllf\f\ln

In 48 cases:
argument comes
from String()
constructor;
only in 3 cases:
from array

Hint — if fixed,
would improve
program

Code smell — does
not result in errors,
but may cause
maintainability
problems

Defects — reported
O viAviEAA



Aspect]

Defects @ Code smells False positives

More Results

# Violations
Program
Act-Rsor 0.8.2 25
ApactE Tomcar 6.0.16 55

ArcoUML 0.24 305
300

w OJB'—;OON

N

OP-Miner

% OP-Miner learns operational preconditions —
i.e., how to typically construct arguments

* |earns from normal usage —
for specific projects or across projects

* Fully automatic

* Found dozens of verified defects

1 outof 5isa
defect or code
smell

2.5 minutes per
violation - one new
defect after 10
minutes

Defects — reported
& confirmed

All in all, 1 out of 4
violations is a
problem

Lots of subtle
defects in
production code
Unclear whether
these would be



Bug 218167 - Using declare @field crashes Aspect] compiler in certain circumstances

https://bugs.eclipse.org/bugs/show_bug.cgi?id=218167 B(Q- Inquisitor

CONTACT | LEGAL

Bugzilla - Bug 218167 Using declare @field crashes AspectJ compiler in certain circumstances Last modified: 2008-02-07 12:02:15 -0500

Homel Newl Search | ((Find )l Reports | Requests| New Accountl Log Inl Terms of Use

First Last Prev Next No search results a e

— Detail People

Summary: Using declare @field crashes AspectJ compiler in certain ... Reporter: Andrzej i <elessar@gdnmail.net>
[Tools] Bug#: 218167 Hardware: Al Assigned To: aspectj inbox <aspectj-inbox @eclipse.org>
Product: AspectJ 0s: Al QA Contact:
Component: Compiler Version: unspecified CC: [andrew.clement@gmail.com
Status: RESOLVED Priority: P3
Resolution: FIXED Severity: critical
Target Milestone: 1.6.0 M2

URL:
Whiteboard:
Keywords:
Depends on:
Blocks:
Show dependency tree

[Attachments

‘ Add an attachment (proposed patch, testcase, etc.)

Detection

Where do Bugs come from? * Andreas Zeller, Saarland University

Prevention

Where do Bugs come from? * Andreas Zeller, Saarland University

ProgramBugs sind
eingereicht und
bestatigt



®eo0o Bug 218167 g declare @field crashes Aspect) compiler in certain circumstances

[«[>][&] [ https:/ /bugs.eclipse.org/bugs /show_bug.cqi?id=218167 Q- Inquisitor

CONTACT | LEGAL

%%:Iips.e @ BUGS

Bugzilla - Bug 218167 Using declare @field crashes AspectJ compiler in certain circumstances Last modified: 2008-02-07 12:02:15 -0500

Homel Newl Search | ((Find )l Reports | Requests| New Accountl Log Inl Terms of Use

rst Last Prev Next No search results availabl

— Details People
Summary: Using declare @field crashes AspectJ compiler in certain ... Reporter: Andrzej lessar@gdnmail.net>
[Tools] Bug#: 218167 Hardware: Al Assigned To: aspect] inbox <aspectj-i org:
Product: AspectJ 0s: Al QA Contact:
Component: Compiler Version: unspecified CC: [andrew.clement@gmail.com
Status: RESOLVED Priority: P3

Resolution: FIXED Severity: critical

Target Milestone: 1.6.0 M2

URL:

Whiteboard:

Keywords:

Depends on:

Blocks:
Show dependency tree

[Attachments

‘ Add an attachment (proposed patch, testcase, etc.)

Problem:
How can we learn

L

from our mistal

Such software archives are being
used in practice all the time. If
you file a bug, for instance, the
report is stored in a bug
database, and the resulting fix is
stored in the version archive.




Map bugs to code

Bugs in Aspect]
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These databases can then be
mined to extract interesting
information. From bugs and
changes, for instance, we can tell
how many bugs were fixed in a
particular location.



s it the Developers!?

Bug density
correlates with
experience!

Does experience
matter?

s it History?

| found lots of es! (But where
bugs here. Will did Lhu\: come
there be more? from?)

How about metrics?

Do code metrics
correlate with bug
density?




Uh. Coverage!?

Does test coverage Yes —
correlate with bug the more coverage,
density? the more bugs!

Ah! Language features!

Are gotos
harmful?

Ok. Problem Domain?

Which tokens import * extends
do matter? s implements




nsIPrivateDOMEvent.h

nsReadableUtils.h

Prediction Component

nsDOMClassInfo
SGridRowLayout
Xpcprivate

jsxml
nsGenericHTMLElement
jsgc

nsISEnvironment

jsfun
nsHTMLLabelElement

nsHttpTransaction

Mozilla Vulnerabilities
security mailnews content extensions nsprpub
nss base imap base xslt xul canvas3d |webservice |python [spelich pr i
lib src util src src src temp |doc src S0ap pro | xpco src src tests t
Tibpkix Treebl Softoken xsit_[xpath] [src |[src
g sche ™ |i |walle |univ [sche.
pkix_pl_nss |/ mpi lecl Wi uni|ma
search e src |[src |[src
modu| pki [sy = java | 2 ofb)
svg events [xmi Xpcom | met|pre Jins |typ.
pkix fincl | ssl |l |cend smim | addrbook | compose | import hemi content |[src_[|[d]]_xforms ST o
fopJut |7 st src_Jloutl [src || content [doc ] src | 3 e autiwls [p thlep | o
oex Sc jsre ! base line ;’:‘ cools i 4 -
eud | src Jan | i
crmf | pki__|pkcs|de xm ! )
kfw directory db ef xpinstall
builtins [ca pk1lwr iy Utilitie wizard
ns pkil t | Gener windows libxpne
= ‘ Ul i [setwp, un(CUSI
<
o Know where the bugs are bl mac
Ziib[lib|m [pk[si [fips|pk [ce|c| Pack | setup o
crlu bt ||
manager I' Ul e D src
d &0
Calibrate bug prediction
generic style airbag |/compone [bootstra
airbag | (sear/boo |[app
Know where the next bugs will be =ete Smde
st
T tools accessible
wbies race- |codes [re rc
3 T o 0K [bas] e s
o FU”)’ automatic e o\ Fms
base el =5 cck ac
expat |muc|[ boehm
i s | xiib | mac [theb [xiib src is2 protocol e ib i€
src tamarin eTig stc J
xpconnect _[liveco) core at_|phot Trowrsar reamo | test o e plugin__|uriloader | camino | ipc
sc et ha [b 7]
gtk windo be [xp [shi|| activex | gtk [phot bui other-ticense | T LB LR |leT
| f src Src cache dns R (MR 2
Vg s 7ast [ilart_| i o .
fdlib <4 <o |co web src lib  mston |view | mail
pere [code [MM powerp [=— e
cairo thebe | plu pl at 5 “ T 7zi rdf mac |[ src_|[src [ |[cor
webclient  |pluggal rowser —
cairo litz src atk-1. | base |chro
al L compon| aa | tests |[src_moz [ wi | |["components e [orprofie bul [dom{sun [web
. shell [pie o rintn ] teste mfe places [migrat] |53 win |[s i stu | w
< ; do [plu | "src docshell ini
= libpixma > S xpcom ¢ =T tocshel confl caps st [acon|min
a web e flalu | src[|l57 [ chro




Software Archives

contain full record of project history
maintained via programming environments
automatic maintenance and access

freely accessible in open source projects

Bugs Version

Model Specs Code Trace Proﬁl Tests

e-mai Bugs Effor Navigati Version Chats

Model Specs Code Trace Proﬁl Tests

e-mail Bugs

This was just a simple example.
So, the most important aspect
that software archives give you is
automation. They are maintained
automatically (“The data comes
to you”), and they can be
evaluated automatically
(“Instantaneous results”). For
researchers, there are plenty
open source archives available,
allowing us to test, compare, and
evaluate our tools.

Tools can only work
together if they draw
on different artefacts

What are we working
on in SE - we are
constantly producing
and analyzing
artefacts: code,
specs, etc.

Combining these sources will allow us
to get this “waterfall effect” — that is,
being submerged by data; having more
data than we could possibly digest.



The dirty story about this data is that it
is frequently collected manually. In
fact, the company phone book is
among the most important tools of an
empirical software engineering
researchers. One would phone one
developer after the other, and question
them — say, “what was your effort”, or
“how often did you test module fo0’?”,
and tick in the appropriate form. In
other words, data is scarce, and as it is
being collected from humans after the
fact, is prone to errors, and prone to
bias.

Combining these sources will allow us
to get this “waterfall effect” — that is,
being submerged by data; having more
data than we could possibly digest.



Let’s now talk about results. What
should our tools do? Should they
come up with nice reports, and curves
like this one?

Studies

Make this
Actionable!

Rosenberg, L. and Hyatt, L.“Developing An Effective Metrics Program”
European Space Agency Software Assurance Symposium, Netherlands, March, 1996
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