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Security Advisor

Title: XSS using outer window
Impact: High

Products: Firefox 2.0
Description: moz_bug r_a4
the Function prototype regressi
bug 355161 could be exploited
protections against cross site sg
injection, which could be used t
or sensitive data from arbitrary
destructive actions on behalf of

VWhat other components are vulnerable?
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Research Questions

® How well do imports predict vulnerabilities?
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Case Study: Mozilla

® CVS from January 4, 2007
SaiiliGh LUt [UBS




06 MFSA 2006-74: Mail header processing heap overflows ®06 CVS Log for mimeebod.cpp (1.27)

@ /I‘ # hup:/ jwww.mozilla.org/ security/announce {2006 /mfsa2 006-74.html v | ' Google < /I‘ @ http://bonsai.mozilla.org/ cvslog.cgiZfile= mozilla%2 Fmailnews2 Fmime®2 Fsrcs [0 v = ' mozilla cvs

Getting Started  Latest Headlines

CVS Log for comil8n.cpp (1.125)
T _ ,? < /I‘ Q http://bonsai.mozilla.org/cvslog.cgizfile= mozilla%2 Fmailnews%2 Fmime%2 Fsre ¥ | ' keynote mask with shape Q

"~ mozilla.org

Products Support Store Developers About

Mozilla Foundation Security Advisory 2006-74

_ Title: Mail header processing heap overflows
Projects Impact: Critical
Announced: December 19, 2006 Browse the source code as hypertext.

Reporter: Georgi Guninski, David Bienvenu CVS Log iamc gﬁﬁlgg:z glngr;]‘fﬂ?o\;c;?lg;(;h line
Module Owners Products: Thunderbird, SeaMonkey mozilla/ mailnews/ mime/ sr¢/ comil8; RSS Get an RSS version of this pagc:

Hacking graph View the revision history as a graph
Fixed in: Thunderbird 1.5.0.9

Get the Source SeaMonkey 1.0.7 B i Rev Author Date

il Description 1.25 tinfl 1.125 bienvenu%nventure.com 2006-1 f]:.: 3 525 1 2 155]]':: SI=mscott

Testing 1.124 smontagu%smontagu.org 2006-1 ail: generate_encodedwords(), output_carryoverlen

Roadmap

Coding

Georgi Guninski reported that long Content-Type headers in external message bodies could cause a
heap buffer overflow when processing mail headers. While working on that code David Bienvenu
discovered a similar overflow could occur when processing long rfc2047-encoded headers.

Releases 1.123 chiesingerf%web.de 2006-0) placing them with *UTF16* ones

Nightly Build liz
Ll iy =L Either overflow could be exploited to execute arbitrary code. . N 1.122 db48x%yahoo.com 2005-01-1502:32  buf|226005: MailNews should use the newer nsIPrefService APIs instead of nsIPref

Report A Problem I pat h by Mikael Parknert <mikael@ parknert.se>, r=niel, sr=darin

Tools Workaround 1.121 darin%emeer.net 2004-11-01 10:50 el inating w.zs of deprecated nsComponentManager:: methods (bug 267040), r=bsmedberg

None, upgrade to a fixed 1.120 scott9escott-macgregor.org 2004-05-07 11:13 - Bu | #242065 -<), "My Name" from account is ignored when email contains "special chars", full
Bugzilla = nat e extracted from email address

Tinder_box Z’Er::;:il"a ot I:I i ':I i d — 3 522 1 3 : ; Pat h by chey@gmx et

Bonsai
SI= nScott

LXR CVE- 2006 6505I I q i ':I i d — 3 525 1 2 / 1.119 gerv%gerv.net 2004-04-1711:33  Bu  236613: change to MPL/LGPL/GPL tri-license.

FAQs 1.118 darin%meer.net 2004-02-1917:53  lan ing patch for bug 234864 “yring branch landing resulted in large spike in heap allocations
(br d:A metric)" r+sr=dbaron
thi’ watch also introduces nsTFixeaJtring and removes CBufDescriptor.

1.117 jshin%mailaps.org 2003-06-12 14:57  bug 1672635 : add to necko Comcn}-L. ‘Dog.il.ion h‘ca}dcr handling per RFC 2231 (with

Portions of this content are © 1998
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* Agquamacs - mimeebod.h E:')I 8eo06 T Aguamacs - comil8ith =
| se 2

'@_u_.ﬂmram i@y eI O |
Last modifie D E . B T Aquam?:s—mimeebod,cpp L.116 alecf%flett.org D & B ®06 L Aqu?;acs—comilﬁn.cpp

use your version . . — * decision by deleti . . —
degisiﬁnbvdtﬂEIDEB @9 ¥ EBD /XY :gﬂdotherp'ovis?'DEG ¢ 9 N BB XY
and other provis e provisions abo

the provisions al] * ##+++ END LICENSE BLOCK ###%+ +/ - * the terms of any ol
"
"

the terms of any static const char hexdigits[] =
*kkkx END LICENSE
#kkex END LICENS _COMI1EN_LOADNstatic PRInt32
_COMI1EN_LOAD@intlmime_encode_q{const unsigned char *src, PRInt32 srcsize, char *out)
_MIMEEBOD_H, 1115 alecf%netscape.com L
_MIMEEBOD_H const unsigned char *in = (unsigned char *) src;
const unsigned char *end = in + srcsize;
/#ifndef KMIME_ENCODN char *head = out;
1.114 alecf9%netscape.com /#define KMIME_ENCOD
Find: | O, 2006-74 * Ihﬁ MimeExternal SHendif for (; in < end; in++) {
This is not to 1f (MO_Q_ENCODING_NEEDED(*in)) {
Hcnd handler for appl 1.113 alecf%netscape.com kMAX_CSMAME *out++ = *in;
handlers.) kMAX_CSNAME }
*/ I —— else if (*in == )
MIME_SUPERCLASS mimeObjectClass @ Find: (Q mask *oUut++ =
typedef struct Mime imeDefClass(MlmeExter‘nalBody. MimeExternalBodyClass, Done n i Deco }
ypedef struct Mime mimeExternalBodyClass, &MIME_SUPERCLASS); ydeEnco else {
g 5 *out++ H
struct MimeExternal XP_MACOSX *out++ = hexdigits[*in »» 4];
MimeObjectClass offlextern MimeObjectClass mimeMultip DoubleClass; *out++ = hexdigits[*in & @xF];
}; __cplusplus

}

extern MimeExternalBstatic int MimeExternalBody_initialize (MimeObject *); /* __cplusplusf *out =
static void MimeExternalBody_finalize (MimeDbject *); return (out - head);
struct MimeExternalBstatic int MimeExternalBody_parse_line (const char *, PRInt32, MimeObject *);
MimeObject object§static int MimeExternalBody_parse_eof (MimeObject *, PRBool);
MimeHeaders *hdrs§static PRBool MimeExternalBody_displayable_inline_p (MimeObject(lass *clazz, static void
MimeHeaders *hdrs); encodeChunk(const unsigned char* chunk, char* output)

char *body; 5] register PRInt32 offset;
}; (DEBUG) &% (XP_UNIXD
static int MimeExternalBody_debug_print (MimeObject *, PRFileDesc *, PRInt32); offset = *chunk »» 2;
/% _MIMEEBOD. *output++ = basis_t4[offset];
a4
-:-- mimeebod.h . -:-- comil8n.h offset = ((*chunk << 4) & Bx38) + (*(chunk+1) >> 43;
Wrona pe argument §static int Wrona pe _araument *output++ = basis_t4[offset];

1.meExternalBodyClassImtlahze(MlmeExtemalBodyf_'Lass *clazz)
- mimeebod.cpp 13% (37,8) (C/1 Abbrev Fill) :-- comil8n.cpp 13% (88,8) (C++/1 Abbrev Fill)
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MimeHeaders *hdr
char *
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mimeebod.h

Mozilla Foundation Security Advisory 2006-74

* Aguamacs - mimeeb

5 mimeObjectClass
imeDefClass(MimeExternalBody, MimeExternalBodyClass,
mimeExternalBodyClass, &MIME_SUPERCLASS);

XP_MACOSX
MimeObjectClass mi

int MimeExternalBo
vid MimeExternalB
int MimeExternalBody_parse_line (
int MimeExternalBody_parse_eof (M ject *, PREnnl
PRBool MimeExternalBody_displayable_inline_p (Mime0l

(DEBUG) && (XP_UNIXD

c int MimeExternalBody_debug_print (MimeObject *, PRFileDesc *, PRInt32);

/* @

static int
MimeExternalBodyC
-:-- mimeebod.cpp
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mailnews/ mime/ sr¢/ mimeebod.cpp (1.27)
CVS Log
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d25rbiedvenufbnventore)com | 62006- 1201 11:2417 fix-362512-dssues with rfc2647 encoding) sremseoft name, in assignment, and in call

1.124 smontagu%smontagu.org 2006- 161180099 SBUHI47697: assertion every time I send mail: generate_encodedwords(), output_carryoverle
/Fogerv.net 2004.04-1806:54  Bug 236613 mhskbe 200viEducarozsebienvemnse,

1123, chiesingerfewebude04 17 112006-02:03 06618 3.WWM& replacing them with *UTF16* ones
in%netscape.com 2003-04-25 14:18  Fix for 20235%5 applc single/double code for MacOSX. r=ccarlen, sr=sfraser.

85 7yahoo spmo7 04 0431 45;,15 P 53-4246'3 News %ﬁ%@%ﬁ&g@ﬁeﬂﬁﬁ insiead of nslPref
M&mm%m 02 10000 LI o sGompaneniManager;: mothads (bug 267040), r=bsmedberg
[&erﬂ%%%%ﬁ%é&o&nﬂ&é%ﬁ N Name o st gpored g ol s
'Gogerv.net Relicensing Round 1, Take 2. Most C-like NPL files -> NPL/GPL/LGPL. Bug 98089.
lessgbmac.com fix Bugzilla m&M@mﬁ naked ifdefs

r=d»uiitz Sr=5CC
enetscape.com  2001-01-0922:11  clean u$ TROEPRLSE refs: bug 63834 r=bryner sr=brendan@ mozilla.org

.ge&c” 88T 18120001028 15" 1” )l ’)33? @“&%rsg@‘&:lr? ué‘?ﬁﬁm LSh watch h, introduce double

tg anges ur'ih?‘wc car%efvz st
%& L7 5& dmg patch for bug 234864 "string branch landing resulted in large sp:ke in heap allocation

@’ﬁéﬁh wmwadm&g il eoves cﬁa\ﬁ%&ﬁﬁ&.

'gm etscape.com 2 " 03-12C

f9netscape.com 1999-12-02

1.116 alecf%flett.org

mozilla.org 1999-11-0
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" the te‘nc of
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UﬂIlSH LOADRS

in < end; in++) {
(NO_Q_ENCODING_NEEDEDC*in)) {
*out++ = *in;

else if (*in == )
*oUut++ =
1
else {
lass n i *out+t = :
*out++ = hexdigits[*in »» 4];
*out++ = hexdigits[*in & @xF];

__cplusplus
xtern i }
/* __cplusplusfl *out =
return (out - head);

signed char* chunk, char* output)

offset = *chunk »» 2;
*output++ = basis_t4[offset];

offset = ((*chunk 4) & Bx30) + (*(chunk+l) »>> 4);
*output++ = basis_t4[offset];

== comil8n.cpp C++/1 Abbrev Fill



10,452 components in Mozilla
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Distribution of MFSAs Distribution of Bug Reports
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Imports

® 9,066 imports




Results
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Support Vectors
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Results




Experiments

® 40 random splits
6,968 rows in training set, 3,484 rows in validation set

® (Classification
Train SVM compute recall and preC|S|on
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moderately strong correlation (mostly significant at p < 0.01)




Similar Results for Bugs

Windows .NET
Server2003

Packages + Import relationships
(Schroter et al, ISESE 2006)

Precision: 66.7% Recall: 69.4%

Binaries + Dependencies
(Zimmermann/Nagappan @ Microsoft Research, 2006)

Precision;: 64.4% Recall: 75.3%
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