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More Bugs

The application Keynote has unexpectedly
guit.

The system and other applications have not been

affected.

Would you like to submit a bug report to A

Submit Report...




ore Bugs

The application Keynote has unexpectedl|y
guit.

The system and other applications have not been
affected.

Would you like to submit a bug report to Apple?

I Submij

it" (process 25321 has crashed

Submit a bug report ‘ Debug |



More Bugs

» Vb32

Thiz prograrm haz performed an illegal operation
and will be zhut down,

[ the problem pe contact the program

wendar.

cansed an invalid page fault in

Keynote has unexpectedl|y

her applications have not been
ke 01 00 Qo

DL £ submit a bug report to Apple?

c 0074fdbhd FEd4z£78 o074 f424

O0Saceze

gooofddd

Application xoess 253210 has crashed
due to a fatal erro
(Segmentation fault)

visit the CNOME application Crash page for more information

Submit a bug report




More Bugs

» Vb32

Thiz prograrm haz performed an illegal operation
and will be zhut down,

[ the problem pe contact the program
wendor,

cansed an inwalid page fault in 2 N T
_ o Abbrechen
module MPER DLL at 0l4f:7fdd4e0ed.

f ETFP=7fddeled EFLGS=00010Z16

_______ : 0157 ~ £44s EE Keynote has unexpectedly

her applications have not been
ke 01 00 Qo

Q000 f4d4
o074 fa54

submit a bug report to Apple?

gooofddd

H[-'[.I|I'-- on " (process 253210 has crashed

H qrr‘upnhﬂ--n faulth

visit the CNOME application Crash page for more information

Submit a bug report




More Bugs

» Vb32

e Thiz prograrm haz performed an illegal operation
and will be shut down. . : : L : _
= e ST U 13 m konnte die Inztallation nicht fortzetzen. Entweder liegt ein interner Fehler vor oder

IF the problem persists, contact the program : 1| [' atelen |:u-'hr||:||-'r| 7l h r||| hf ; I -:I--ru |:' :lh-'rlfr:ll:ln-'r IIm blem zu beheben
'--'|=:r'u;ir|r S : ) sieren. Sollte der Fehler
B 1 ekailas ek zetzen Sie zich bitke mik LAl . C 1dungl!

TR et SR, e Feie T
module NPR.DLL at Ol4f:7fddeled. T — ”"

C3=014f EIP=7fd4c0=ed EFLGS=00010Z1&
e @e=0157 | — ::"I = 1= 14 425 r
------- s5=0lsd ESpon0varads EER=007 Keynote has unexpectedly

O0003; DS=01E7 E=I=0 000
8 E5=0157 EDI=8ZZ15bh54 GS=0000

her applications have not been

submit a bug report to Apple?

Das Dateisysten auf dem Datemtrager enthielt
Daten, die eigentlich zu loschen gewesen waren.

Einige Daten auf dem Datentrager gingen verloren.
In Zukunft sollte immer erst geprift werden, .__r,,.ﬁ_nl_jwur_ cess 75321) has crashed
ob der Datentrager wirklich entfernt verden kann. dlaglcetlen 1o 18 (s 252D i vzl

(Segmentation T-illl’rl

Weiter mit beliebiger Taste.

Please visit the CHNOME Application Crash page for maore information

Submit a bug report ‘ Debug |




More Bugs

» Vb32

Thiz prograrm haz performed an illegal operation
and will be zhut down,

[f the problem persizts, contact the program
wendor,

m konnte die Inztallation nicht fortzetzen. Entweder liegt ein interner Fehler vor oder
1 D ateien befinden sich nicht auf dem D atentrager. Um blem zu beheben
uf DURCHSUCHEM um die Dateien manuell 21 zieren. Sollke der Fehler
meikerhin auftreten, setzen Sie zich bitke mit LAUPWERFE. Cin® fidung!

VEZ2Z caused an inwvalid page fault in

Abbrechen
module MPE.DLL at Old4f:7fd460ed. L

CS=014f ETIP=7fddcled EFLGES=00010Z16
0000004 55=0157 ESP=
00003 De=01E7

g E3=0157 EDI=8£z15b34 CS5=0000

Keynote has unexpectedl|y
her applications have not been

submit a bug report to Apple?

Das Dateisysten auf dem Datemtrager enthielt —
Daten, die eigentlich zu ldschen geuesen waren. Tor
Einige Daten auf dem Datentrager gingen verloren.
In Zukunft sollte immer erst geprift werden,

ob der Datentrager wirklich entfernt werden kanm.

Weiter mit beliebiger Taste.

_Application "gedit” (process 25321) has crashed
—- | error,
n faulty

M&-?
plication Crash page for more information

(C Speichern *) (¢ Verlassen ) bmlt a bug repert ‘ Debug |

(CABBrechen)




More Bugs

Thiz prograrm haz performed an illegal operation
and will be zhut down,

» Vb32

[ the problem pe

contact the program
wendor,

caused an inwvalid page fault in e , o | PR
, e mea4en urc : Abbrechen
module MPER_ DLL at 0l4f: 7fddeled. L |

0l4f EIP=7fddeled EFLGE=00010Z16

n Keynote has unexpectedl|y
her applications have not been

submit a bug report to Apple?
Das Dateisysten auf denm lttﬂtﬂ]lr B‘_Iﬂlalt -
Daten, die eigentlich zu loschen gewesen wiren. 1 E"[l.caEror
Einige Daten auf dea Batentelpcr yingtn verloren

In Zubuntt sollte i-m

R

dowez neu starten.

"'.« erlassen * .
A A=ERE brmit a bug report
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=0 Va2

Thiz prograrm haz performed an illegal operation

Q arid will be shut dow.

It the prablem persists, contact the program Klicken Sie auf DURCHSUCHEN um die Dateien manusll zu lok alisieren, Solte der Febler

wendar.

More Bugs

.................................

Das Spztem konnte die Installation richt fortzetzen. Enbweder liegh ein intermer Fehler vor oder
die benotigten D ateien befinden zich nicht auf dem D atentrager. Um das Problem zu beheben

weiterhin auftreten, setzen Sie zich bitke mit LAUPWERFE. C in Verbindung!

Bytea=s

Das Dateisysten auf den Datentra
Daten, die Iiﬂﬂl’&@lﬂ' ;

VEZ2Z caused an invalid page fault in
module MPE._DLL at 0l4f:7fdde0=d.
Begisters:
Eax<=0000f4d4 CE=014f EIP=7fdd4c0ed EFLGE=00010z1%5
EEX=00000004 55=0157 ESP=0074f443 EEP=0074f4385
ECH=000032ace DE=0157 ESI=007E50000 Fo=133f
ED<=8z4145d43 E5=0157 EDI=8Zz1L5h34 G5=0000

at C5:EIP:

Durchzuchen Sbbrechen

 eynote has T o

jer applications have K.ein Bildschirm angeschlossen. Ermneut suchen?

Ja Mein

.....................................................

submit a bug report t _ ‘

Abbrachen ‘

m|;:. Error

s - ._ .':_:.__I _ i u[iglnEu .

r_-. Ornigin konnte Ongin ficht starten. Bitke prufen Sie, ob Excel nchtig installiert izt
* [f Excel izt bereits auf lhrem Bechner instaliert. Unter Umstanden mulen Sie Windows neu starten.

OF,

bmit a bug report | ‘




More Bugs

' VB32

arid will be shut dow.

e Thiz prograrm haz performed an illegal operation ‘ﬂu Setup

Das Spztem konnte die Installation richt fortzetzen. Enbweder liegh ein intermer Fehler vor oder
- die benotigten D ateien befinden zich nicht auf dem D atentrager. Um das Problem zu beheben

I NI BT, et Fee Kiicken Sie auf DURCHSLICHEN um die Dateien manuell zu lokalisieren. Solte der Febler

' weiterhin auftreten, setzen Sie zich bitke mit LAUPWERFE. C in Verbindung!

VEZ2Z caunsed an inwvalid page fault

module MPE._DLL at 0l4f:7fdde0=d.

Begisters:

Eax<=0000f4d4 CE=014f EIP=7fdd4c0ed EFLGE=00010z1%5
EEX=00000004 55=0157 ESP=0074f443 EEP=0074f4385 h Keynote has unm
ECH=000032ace DE=0157 ESI=007E50000 Fo=133f

ED<=8z4145d43 E5=0157 EDI=8Zz1L5h34 G5=0000
Byte=s at C5:ETP:

Durchzuchen Sbbrechen

jer applications have 0 K.ein Bildschirm angeschlossen. Ermneut suchen?

submit a bug report t

Das Dateisysten auf den Datentrager enthielt = | Mein Abbrechen |
Daten, die eigentlich zu loschen gewese r-""| =EFaE
Einige Daten auf den Datentrager gingen verloren. ooy W
In Zukunft sollte - gepriuft werden, i

ob der nwj b et lornt Gordcn AR . 3

Ornigin konnte Ongin ficht starten. Bitke prufen Sie, ob Excel nchtig installiert izt
* [f Excel izt bereits auf lhrem Bechner instaliert. Unter Umstanden mulen Sie Windows neu starten.

Mest aF.

bmit a bug report | ‘




More Bugs

» Vb32

arid will be shut dow.

wendar.

e Thiz prograrm has performed an illegal operation T Einee ‘ﬂ'ﬂ setup

It the prablem persists, contact the program Klicken Sie auf DURCHSUCHEN um die Dateien manusll zu lok alisieren, Solte der Febler

.................................

Das Spztem konnte die Installation richt fortzetzen. Enbweder liegh ein intermer Fehler vor oder
die benotigten D ateien befinden zich nicht auf dem D atentrager. Um das Problem zu beheben

weiterhin auftreten, setzen Sie zich bitke mit LAUPWERFE. C in Verbindung!

VEZ2Z caunsed an inwvalid page fault
module MPE._DLL at 0l4f:7fdde0=d.
Begisters:

Exx<=0000f4d44 CE=014f EIP=7fdd4cl=d
EEX=00000004 55=0157 ESP=0074f448
ECH=00003ace DE=0157 ESI=007E50000
ED<=8z4145d48 E5=0157 EDI=8Zz1L5h34
Byte=s at C5:ETP:

Das Dateisysten auf dem Datent
Daten, die eigentlich zu li
Einige Daten auf den h entr

In Zukunft sollte :-,- -
ob der Ilt“tﬂlﬂ..i _____ ent

Mest

...........................................

in Durchzuchen Sbbrechen

EFLGE=00010Z16
EEP=0074£422
Fi=133f
CS=0000

 eynote has T o

jer applications have 0 K.ein Bildschirm angeschlossen. Ermneut suchen?

submit a bug report t _ ‘

Ja Mein

.....................................................

Abbrachen ‘

T =, Error
| Onginb0 ]
r_-. Ornigin konnte Ongin ficht starten. Bitke prufen Sie, ob Excel nchtig installiert izt

* [f Excel izt bereits auf [hrem Bechiner instaliert 1nkar Hstandan mnfben Sie Windows neu starten.
Microsoft Developer Studio

e K.ein Fehler aufgetreten.

OF,
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More Bugs

=0 Va2

Thiz prograrm haz performed an illegal operation
and will be zhut down,

Das Spztem konnte die Installation richt fortzetzen. Enbweder liegh ein intermer Fehler vor oder
die benotigten D ateien befinden zich nicht auf dem D atentrager. Um das Problem zu beheben
klicken Sie auf DURCHSUCHEM um die D ateien manuell zu lokalizieren. Sollte der Fehler
weiterhin auftreten, setzen Sie zich bitke mit LAUPWERFE. C in Verbindung!

[f the problem persizts, contact the program
wendor.

VEZ2Z caunsed an inwvalid page fault
module MPR.DLL at 0l4f:7fdds0ed.
SR GO Windows-Hilfe X
EAX=0000f4d4 CS=0l4f EIP=7fd450=d

EEX=00000004 35=0157 ESP=0074f44%

ECKH=00002ase DS=0157 ESI=00750000 ‘ardwareerkennun
EDX=574145d8 ES=0157 EDI=52215h94
Byte=s at C5:ETP:

‘ Durchzuchen Sbbrechen

0 k.ein Bildschirm angeschlossen. Erneut suchen?

Abbrechen ‘

Mein Abbrechen ‘

Das Dateisysten auf dem Datentrager enthicit —
Daten, die eigentlich zu laschen gewesen wirem. "] 2 B

Einige Daten auf den Datentriger gingen verlore: [ |
ehium, o = * | 0Ongink0

In Zukunft sollte immer erst geprift werden, | B3

> : R LT L L ER kamR Ornigin konnte Ongin ficht starten. Bitke prufen Sie, ob Excel nchtig installiert izt

[f Excel izt bereits auf [hrem Bechiner instaliert 1nkar Hstandan mnfben Sie Windows neu starten.
Microsoft Developer Studio

Q K.ein Fehler aufgetreten.

OF,




Facts on Debugging

® Software bugs are costing ~60 bln US$/yr
® |Improvements could reduce cost by 30%
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® Validation (Including debugging) can easl
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How to Debug

(Sommerville 2004)

Design Re-test

L ocate error




The Traffic Principle
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From Defect to Failure

|. The programmer creates a
defect — an error in the code. T Variables

2. When executed, the defect
creates an infection — an
error in the state.
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From Defect to Failure

|. The programmer creates a
defect — an error in the code. Variables
2. When executed, the defect
creates an infection — an %
error in the state. _J_,,

i DERRLPE | ot Wes, o '.-.' j ot
S "-':"t-n""' ,:-'- "-- -{ ‘h‘ et L s B b
H T 1&_--_-.::;.‘.,.:_._....-.,_._ +__.'!.-'*.-.-:5'~- i

B e o S e N ._ g5 -,_ - ; e e
hiwd st e H 2 E iy e e e LE™ |.\..-| L 4 s .-I '
Lini— & p,q rl.'l'.;_l = = R i [ ' T .
R R LgRe bt Bt Sl T i "

P T . et e P, A1 R
i = TP L L ki




From Defect to Failure

|. The programmer creates a

defect — an error in the code. Variables
2. When executed, the defect

creates an infection — an %
error in the state.
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From Defect to Failure

|. The programmer creates a
defect — an error in the code. Variables

2. When executed, the defect
creates an infection — an %
error in the state.
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From Defect to Failure

|. The programmer creates a
defect — an error in the code. Variables

2. When executed, the defect
creates an infection — an
error in the state.
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The Curse of Testing

Variables
® Not every defect causes

a failure! 1(

|
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Debugging

® Every failure can be
traced back to some

| Variables

infection, and every 0%
mfectlon is caused by
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Defect detection




Defect localization




Qutline

Redundancies
(Engler et al.)

FindBugs

(Pugh et al.)




Dawson Engler
Co-founder of Coverity

redundancies

flag errors




ldempotent operations

Flag idempotent operations.

® variable is assigned to itself: x=x
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ldempotent operations

else { /* We need to make a copy of the entry. */

da.s_node = sa.s_node;
da.s_net = da.s_net;




Redundant assighments

Flag cases where a value assigned to a variable is
subsequently not used.

Linux 129 26
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Redundant assighments

do {

1f (signal_pending(current)) {
err = -ERESTARTSYS;
break;
Iy
SOCK_SLEEP_PRE(sk)
1f (scp->state !'= DN_RUN)
schedule();
SOCK_SLEEP_POST(sk)
1 while(scp->state != DN_RUN);
. return 0;



Redundant assighments

do {

1f (signal_pending(current)) {
err = -ERESTARTSYS; /* BUG: lost value */

break;
h
SOCK_SLEEP_PRE(sk) Unintentionally
1f (scp->state !'= DN_RUN) disrarded
schedule();
SOCK_SLEEP_POST(sk)

"} while(scp->state != DN_RUN);
8 return 0;
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Redundant assighments

for(entry=priv->lec_arp_tables[1];
entry != NULL;
entry=next) {
hext = entry->next,;
1f (...) {
lec_arp_remove(priv->lec_arp_tables, entry);
kfree(entry);
}
lec_arp_unlock(priv);
return 0;



Redundant assighments

for(entry=priv->lec_arp_tables[1];
entry != NULL;
entry=next) { /* BUG: never reached */
next = entry->next;

it C...) 1
lec_arp_remove(priv->lec_arp_tables, entry);
kfree(entry);
¥
Lec_arp_unlock(priv);  gyrprising control flow
return 0;
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Dead code

Flag dead code (i.e., code that is never executed).

Linux 66 26




Dead code

for (cnt = 0; cnt < min(Cnamel_len, nameZ_len); ++cnt) {
cl = lelo_to_cpu(*namel++);
c2 = lelo_to_cpu(*namel++);

1f (ic) {
1f (cl < upcase_len)
cl = lele_to_cpu(upcasel[cl]);
1f (c2 < upcase_len)
c2 = lele_to_cpu(upcasel[c?2]);
ks

1f (cl < 64 && legal_ansi_char_array[cl] & 8);
return err_val;

1f (cl < c2)
return -1;



Dead code

for (cnt = 0; cnt < min(Cnamel_len, nameZ_len); ++cnt) {
cl = lelo_to_cpu(*namel++);
c2 = lelo_to_cpu(*namel++);

1f (ic) {
1f (cl < upcase_len)
cl = lele_to_cpu(upcasel[cl]);
1f (c2 < upcase_len)
c2 = lele_to_cpu(upcasel[c?2]);
ks

/* [META] stray terminator! */

1f (cl < 64 && legal_ansi_char_array[cl] & 8);
return err_val;

1f (cl < c2)
return -1;



Redundant conditionals

Flag redundant branch conditionals from

(1) branch statements with non-constant conditionals
that always evaluate to either true or false

(2) switch statements with impossible cases

Linux 49




Redundant conditionals

1f ((login_state == NODE_LOGGED_IN) ||
(login_state == NODE_PROCESS_LOGGED_IN)) {

¥

else
1f (login_state == NODE_LOGGED_OUT)
tx_adisc(fi, ELS_ADISC, node_1d,
OX_ID_FIRST_SEQUENCE);
else /* BUG: redundant conditional */
S 1if (login_state == NODE_LOGGED_OUT) o
tx_logi(fi, ELS_PLOGI, node_id);



Redundant conditionals

1f ((logt O | : . |

(logi Qverly cautious programming style

(confused programmer)

}
else
1t (login Single iteration loop

tx_ad

OX_LD_FLIRST_SEQUENCE):
else /* B
(login Cut-and-paste errors b

tx_lo



Correlation to hard bugs

Hard bugs can crash a system (use of freed memory,
dereferences of null pointers, potential deadlocks,
unreleased locks, and security violations)

Chi-Square test

Null hypothesis:“A and B are
mutually independent”




Correlation to hard bugs

Redundant Hard Bugs
Assignments Totals
345 435

206 1069
Totals 551 1504

T = 194.37, p-value = 0.00




Correlation to hard bugs

Redundant Hard Bugs




Correlation to hard bugs

Redundant Hard Bugs Redundant Hard Bugs
Assignments Totals Conditionals

1" =194.37, p-value = 0.00 T = 40.65, p-value = 0.00




Correlation to hard bugs

Redundant Hard Bugs Redundant Hard Bugs
> Conditionals

1" = 40.65, p-value = 0.00

T = &81.74, p-value = 0.00



Correlation to hard bugs

Redundant Hard Bugs Redundant Hard Bugs

Conditionals

T = 81.74, p-value = 0.00 1" = 140.48, p-value = 0.00



clipse

Compilers

Options for manifest compilers

pobklic clas

Tool(&)o
Tool (A<
Tool (kA
Tool (A7

1
i

|+_ Problems &3 Javadoc | Dedaration
0 errors, 3 warnings, 0 infos
Description

-I == Warnings (3 items)

A is @ raw type. References to generic type A<T=

1 Type safety: Unchecked cast from Object to A

5 Type safety: Unchecked cast from Objed

ot to A

H, .

should be parameterized
xtends Object

Plug-ins Schemas | Features and Update Sit

ITEs

lect the severity level for the following problems:

Unresolved dependencies:
Incompatible environment:
Unresolved extension points:
Required attributes not defined:
Ilegal elements:
Ilegal attributes:

ge of deprecated attributes and elements:
References to non-existent classes:
References to non-existent resources:
Usage of non-externalized strings:
Problems in build, properties files:

Hl IN-2Xpo irted par l

Error
Warning
Error
Error
Warning
Warning
Warning
Warning
Warning
Ignore
Warning

Ignore




FindBugs

Bill Pugh



FindBugs: Bug patterns

AM: Creates an empty jar file entry; AM: Creates an empty zip file entry; BC: Equals method should not assume anything about the type of its argument; BC: Random object created and used only once; CN: Class implements Cloneable but does not define or use clone method;
CN: clone method does not call super.clone(); Co: Abstract class defines covariant compareTo() method; Co: Covariant compareTo() method defined; DE: Method might drop exception; DE: Method might ignore exception; DP: Classloaders should only be created inside
doPrivileged block; DP: Method invoked that should be only be invoked inside a doPrivileged block; Dm: Method invokes System.exit(...); Dm: Method invokes dangerous method runFinalizersOnExit; ES: Comparison of String parameter using == or !=; ES: Comparison of String
objects using == or !=; Eq: Abstract class defines covariant equals() method; Eq: Class defines compareTo(...) and uses Object.equals(); Eq: Covariant equals() method defined; Eq: Covariant equals() method defined, Object.equals(Object) inherited; Fl: Empty finalizer should be
deleted; FI: Explicit invocation of finalizer; Fl: Finalizer nulls fields; Fl: Finalizer only nulls fields; Fl: Finalizer does not call superclass finalizer; Fl: Finalizer nullifies superclass finalizer; Fl: Finalizer does nothing but call superclass finalizer; HE: Class defines equals() but not hashCode();
HE: Class defines equals() and uses Object.hashCode(); HE: Class defines hashCode() but not equals(); HE: Class defines hashCode() and uses Object.equals(); HE: Class inherits equals() and uses Object.hashCode(); IC: Superclass uses subclass during initialization; IMSE: Dubious
catching of lllegalMonitorStateException; ISC: Needless instantiation of class that only supplies static methods; It: Iterator next() method can't throw NoSuchElement exception; J2EE: Store of non serializable object into HttpSession; NP: Clone method may return null; NP: equals()
method does not check for null argument; NP: toString method may return null; NS: Questionable use of non-short-circuit logic; Nm: Class names should start with an upper case letter; Nm: Class is not derived from an Exception, even though it is named as such; Nm: Confusing
method names; Nm: Field names should start with an lower case letter; Nm: Use of identifier that is a keyword in later versions of Java; Nm: Use of identifier that is a keyword in later versions of Java; Nm: Method names should start with an lower case letter; Nm:Very confusing
method names (but intentional); ODR: Method may fail to close database resource; ODR: Method may fail to close database resource on exception; OS: Method may fail to close stream; OS: Method may fail to close stream on exception; RR: Method ignores results of
InputStream.read(); RR: Method ignores results of InputStream.skip(); SI: Static initializer creates instance before all static final fields assigned; SQL: Nonconstant string passed to execute method on an SQL statement; SQL: A prepared statement is generated from a nonconstant
String; SW: Certain swing methods needs to be invoked in Swing thread; Se: Non-transient non-serializable instance field in serializable class; Se: Non-serializable class has a serializable inner class; Se: Non-serializable value stored into instance field of a serializable class; Se:
Comparator doesn't implement Serializable; Se: Serializable inner class; Se: Method must be private in order for serialization to work; Se: serialVersionUID isn't final; Se: serialVersionUID isn t long; Se: serialVersionUID isn't static; Se: Class is Serializable but its superclass doesn't
define a void constructor; Se: Class is Externalizah ion.; SnVI: Class is Serializable, but doesn't define
serialVersionUID; Ul: Usage of GetResource may be unsz masks; BIT: Bitwise OR of signed byte value; BOA: Class
overrides a method implemented in super class Adapte okes next; DMI: Invocation of toString on an array; DMI:

° °
Double.longBitsToDouble invoked on an int; Dm: Ca hich is equivalent to ==; EC: Call to equals() with null
argument; EC: Call to equals() comparing unrelated I n u s re C o n I Z e S um; FE: Doomed test for equality to NaN; GC: No
relationship between generic parameter and method ar buble and then passed to Math.ceil; ICAST: int value cast
to float and then passed to Math.round; lJU: JUnit assert per.setUp(); IJU: TestCase implements a non-static suite
ainder; INT: Bad comparison of nonnegative value with

method; lJU: TestCase implements tearDown but doesn o
negative constant; INT: Bad comparison of signed byte; I e re n t u atte r n S ield that masks a superclass field; MF: Method defines a
variable that obscures a field; NP: Null pointer derefi P:Value is null and guaranteed to be dereferenced on
exception path; NP: Method call passes null to a non dereference; NP: Possible null pointer dereference in
method on exception path; NP: Method call passes null conditionally dereferenced parameter; NP: Store of null
value into field annotated NonNull; NP: Read of unwritten field; NS: Potentially dangerous use of non-short-circuit logic; Nm: Class defines equal(); should it be equals()?; Nm: Class defines hashcode(); should it be hashCode()?; Nm: Class defines tostring(); should it be toString()?;
Nm:Apparent method/constructor confusion; Nm:Very confusing method names; QBA: Method assigns boolean literal in boolean expression; RC: Suspicious reference comparison; RCN: Nullcheck of value previously dereferenced; RE: Invalid syntax for regular expression; RE:
File.separator used for regular expression; RE: "." used for regular expression; RV: Random value from 0 to | is coerced to the integer 0; RV: Bad attempt to compute absolute value of signed 32-bit hashcode; RV: Bad attempt to compute absolute value of signed 32-bit random
integer; RV: Method discards result of readLine after checking if it is nonnull; RV: Method ignores return value; SA: Double assignment of field; SA: Self assignment of field; SA: Self comparison of field with itself; SA: Nonsensical self computation involving a field (e.g., x & x); SA:
Double assignment of local variable; SA: Self comparison g k done using instanceof operator; SQL: Method attempts
to access a prepared statement parameter with index 0; d invoked on thread instance; UCF: Useless control flow
to next line; UMAC: Uncallable method defined in ano iable number of object arguments; Dm: Consider using
Locale parameterized version of invoked method; El: Ma h tt .//f d f nalizer should be protected, not public; MS: May expose
internal static state by storing a mutable object into a s P ° I n u g S ° S O u rc e O g e ° n e ould be both final and package protected; MS: Field is a
mutable array; MS: Field is a mutable Hashtable; MS: Field of field; Dm: Monitor wait() called on Condition; Dm:A
thread was created using the default empty run metho rent Lock; LI: Incorrect lazy initialization of static field;
ML: Method synchronizes on an updated field; MWN: . . s readObject() method is synchronized; Ru: Invokes run
on a thread (did you mean to start it instead?); SC: Con u e S C rl tl O n S t m teFormat; SWL: Method calls Thread.sleep() with a lock
held; TLW:Wait with two locks held; UG: Unsynchroniz d wait;VO:A volatile reference to an array doesn't treat
the array elements as volatile;WS: Class's writeObject() itive value is boxed then unboxed to perform primative
coercion; Bx: Method allocates a boxed primitive just t& Zse static valueOf instead; Dm:The equals and hashCode
methods of URL are blocking; Dm: Maps and sets of URLs can be performance hogs; Dm: Method invokes inefficient Boolean constructor; use Boolean.valueOf(...) instead; Dm: Explicit garbage collection; extremely dubious except in benchmarking code; Dm: Method allocates an
object, only to get the class object; Dm: Use the nextlnt method of Random rather than nextDouble to generate a random integer; Dm: Method invokes inefficient new String(String) constructor; Dm: Method invokes inefficient String.equals(""); use String.length() == 0 instead;
Dm: Method invokes toString() method on a String; Dm: Method invokes inefficient new String() constructor; HSC: Huge string constants is duplicated across multiple class files; ITA: Method uses toArray() with zero-length array argument; SBSC: Method concatenates strings using
+ in a loop; SIC: Should be a static inner class; SIC: Could be refactored into a named static inner class; SIC: Could be refactored into a static inner class; SS: Unread field: should this field be static?; UM: Method calls static Math class method on a constant value; UPM: Private
method is never called; UrF: Unread field; UuF: Unused field; WMI: Inefficient use of keySet iterator instead of entrySet iterator; BC: Questionable cast to abstract collection; BC: Questionable cast to concrete collection; BC: Unchecked/unconfirmed cast; BC: instanceof will always
return true; Cl: Class is final but declares protected field; DB: Method uses the same code for two branches; DB: Method uses the same code for two switch clauses; DLS: Dead store to local variable; DLS: Dead store of null to local variable; DMI: Code contains a hard coded
reference to an absolute pathname; DMI: Non serializable object written to ObjectOutput; DMI: Invocation of substring(0), which returns the original value; Dm:Thread passed where Runnable expected; FE:Test for floating point equality; IA:Ambiguous invocation of either an
inherited or outer method; IC: Initialization circularity; ICAST: int division result cast to double or float; ICAST: Result of integer multiplication cast to long; ICAST: Unsigned right shift cast to short/byte; IM: Computation of average could overflow; IM: Check for oddness that
won't work for negative numbers; INT:Vacuous comparison of integer value; MTIA: Class extends Servlet class and uses instance variables; MTIA: Class extends Struts Action class and uses instance variables; NP: Immediate dereference of the result of readLine(); NP: Load of
known null value; NP: Possible null pointer dereference due to return value of called method; PZLA: Consider returning a zero length array rather than null; QF: Complicated, subtle or wrong increment in for-loop; RCN: Redundant comparison of non-null value to null; RCN:
Redundant comparison of two null values; RCN: Redundant nullcheck of value known to be non-null; RCN: Redundant nullcheck of value known to be null; REC: Exception is caught when Exception is not thrown; Rl: Class implements same interface as superclass; RV: Method
checks to see if result of String.indexOf is positive; RV: Remainder of hashCode could be negative; RV: Remainder of 32-bit signed random integer; SA: Self assignment of local variable; SF: Switch statement found where one case falls through to the next case; ST:Write to static
field from instance method; Se:Transient field of class that isn't Serializable.; UCF: Useless control flow; UwF: Field not initialized in constructor; XFB: Method directly allocates a specific implementation of xml interfaces
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FindBugs: Infinite Loops

® Students are good bug generators:

public WebSpider() {
WebSpider w = new WebSpider ();

s : } ke = 5 o 3 .
P r;|,--'_ £ -' ""-'TJ""E.::.I" b l\.-\. o il B T o T k
g R S e S e s e SR e L R R e e L B

- FNH i T S A IR L O S B SIS GRS A AR S F L S L R LR Loy ULt ) SRR e e
. & - g s - et iy L L = el o ok ¥. e r



http://findbugs.cs.umd.edu/talks/JavaOne2007-TS2007.pdf
http://findbugs.cs.umd.edu/talks/JavaOne2007-TS2007.pdf

Use of history

® Track warnings across releases

Jaime Spacco, David Hovemeyer, William Pugh: Tracking defect
warnings across versions. MSR 2006: 133-136

o Rank warnlngs with hlstorlc data
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Meet & Greet

Slides will be available
on the lecture web-page.




Statistical bug isolation

PLDI 2005 Slides at

http://pages.cs.wisc.edu/
~liblit/pldi-2005/

Ben Liblit
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