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Most programs reject 
invalid inputs 

(especially after having been fuzzed)







if all input is 
rejected here…

…we will  
never get 
to the pea



The Challenge

How do we get a fuzzer 
to produce valid inputs?

(and find the pea)



The Idea

Leverage 
existing valid inputs!
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Mutations

• Bit Flip: Change a random bit in the input 

• Byte Flip: Swap two bytes in the input 

• Arithmetic: Increase/decrease number 

• Trim: Remove input tail 

• … and more …



American Fuzzy Lop
Wikipedia



Demo



Trimming

# Trim the last characters of an input 
def trim(s): 
    max_len = random.randint(0, len(s) - 1) 
    sys.stderr.write("Trimming at " + repr(max_len) + "\n") 
    return s[:max_len] 



Flipping

# Flip a random bit at a random position 
def flip(s): 
    pos = random.randint(0, len(s) - 1)     
    bit = random.randint(0, 6) 
    sys.stderr.write("Flipping bit " + repr(bit) + " at " + 
repr(pos) + "\n") 
    flipped = chr(ord(s[pos]) ^ (1 << bit)) 
    return s[:pos] + flipped + s[pos + 1:] 



Swapping

# Swap two bytes at a random position 
def swap(s): 
    pos = random.randint(0, len(s) - 2) 
    sys.stderr.write("Swapping at " + repr(pos) + "\n") 
    return s[:pos] + s[pos + 1] + s[pos] + s[pos + 2:] 



Mutating

def process(f): 
    # Read specified file 
    s = f.read() 
     
    # Choose a mutator (randomly)... 
    mutations = [trim, flip, swap]     
    mutator = mutations[int(random.random() * len(mutations))] 
     
    # ...and output its result. 
    mutated = mutator(s) 
    sys.stdout.write(mutated) 



Main
# Main function 
def main(): 
    opts, args = getopt.getopt(sys.argv[1:], "h") 
    for opt, a in opts: 
        if opt == "-h": 
            help() 
        else: 
            assert False, "unhandled option" 
             
    if len(args) == 0: 
        # No arguments: read standard input 
        process(sys.stdin) 
        sys.exit(0) 
         
    # Process one argument after another 
    for arg in args: 
        # Read specified file 
        process(open(arg)) 



Things To Do

• Make configurable (more options) 

• Integrate subprocess communication 
(invoking program again and again) 

• Add further mutators (e.g. arithmetic) 

• Try out on various binary formats
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