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Simplifying



Why simplify?

e Ease of communication. A simplified test
case Is easier to communicate.

e Easier debugging. Smaller test cases result
in smaller states and shorter executions.

o |dentify duplicates. Simplified test cases
subsume several duplicates.



Experimentation

By experimentation, one finds out whether a
circumstance is relevant or not:

Omit the circumstance and try to
reproduce the problem.

The circumstance is relevant iff the
problem no longer occurs.



lifying

Simp

e For every circumstance of the problem,
check whether it is relevant for the
problem to occur.

e [fitis not, remove it from the problem
report or the test case in question.



The Gecko BugAThon
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Mozilla Bug #24735

Ok the following operations cause mozilla to crash
consistently on my machine:

» Start mozilla
» Go to bugzilla.mozilla.org
» Select search for bug

» Print to file setting the bottom and right margins to .50
(I use the file /var/tmp/netscape.ps)

» Once it's done printing do the exact same thing again
on the same file (/var/tmp/netscape.ps)

» This causes the browser to crash with a segfault
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</td>
<td align=left valigh=top>

<SELECT NAME="priority" MULTIPLE SIZE=7>

<OPTION VALUE="--">——<OPTION VALUE="P1">P1<OPTION VALUE="P2">P2<OPTION
VALUE="P3">P3<0PTION VALUE="P4">P4<OPTION VALUE="P5">P5</SELECT>

</td>
<td align=left valign=top
<SELECT NAME="bug_severity" MULTIPLE SIZE=7>

<OPTION VALUE="blocker">blocker<OPTION
VVAI LIF="critical>critical<OPTTON VAIlIIF="maior">smaior<OPTTON


http://bugzilla.mozilla.org

The Gecko BugAThon

1. Download the Web page to your machine.

2. Using a text editor, start removing HTML
from the page. Every few minutes, make sure
it still reproduces the bug.

3. Code not required to reproduce the bug can
be safely removed.

4. When you've cut away as much as you can,
you're done.



Rewards

5 bugs - invitation to the Gecko launch party

10 bugs - the invitation, plus an attractive Gecko
stuffed animal

12 bugs - the invitation, plus an attractive Gecko
stuffed animal autographed by Rick Gessner, the
Father of Gecko

15 bugs - the invitation, plus a Gecko T-shirt

20 bugs - the invitation, plus a Gecko T-shirt signed
by the whole raptor team



Binary Search

e Proceed by binary search. Throw away
half the input and see if the output is still
wrong.

e |f not, go back to the previous state and
discard the other half of the input.

HTML input

I




Simplified Input

<SELECT NAME="priority" MULTIPLE SIZE=7>

e Simplified from 896 lines to one single line

e Required 12 tests only



Basic Idea

e \We set up an automated test that checks
whether the failure occurs or not
(= Mozilla crashes when printing or not)

o We implement a strategy that realizes the
binary search.



Automated Test

1. Launch Mozilla

2. Replay (previously recorded) steps from
problem report

3. Wait to see whether
e Mozilla crashes (= the test fails)
* Mozilla still runs (= the test passes)

4. If neither happens, the test is unresolved



Binary Search

<SELECT NAME="priority" MULTIPLE SIZE=7> M
ty" MULTIPLE SIZE=7> g

v/

<SELECT NAME="priori

What do we do if both halves pass?




Binary Search

<SELECT NAME="priority" MULTIPLE SIZE=7> 3¢
ty" MULTIPLE SIZE=7> g

<SELECT NAME="priori o/

ME="priority" MULTIPLE SIZE=7> @

<SELECT NA ty" MULTIPLE SIZE=7> x
<SELECT NA LE SIZE=7> x
<SELECT o/




Delta Debugging

e Delta Debugging takes a set of
circumstances (an input) and a test.

e Through a set of tests, it computes the
subset of the circumstances required to

make the test fail.

e Every single circumstance returned is
relevant for the failure; if you remove it, the

test no longer fails.



Circumstances

Circumstance 0
All circumstances C=1{01,0o,...}

Configuration ccC=1{01,02,...}



Tests

Testing function

test(c) = {v/,X,7?}

Failure-inducing configuration

test(cyx) = X

Relevant configuration ¢y < cx

Vi € cy-test(cy \ {0i}) # X



Binary Strategy

Split input

Cx = C1 U C»
If removing first half fails, proceed with reduced set

test(c\c1) =X = cy = cx \ C

If removing second half fails, proceed with reduced set
test(c \ c2) =X = cy = cx \ C2
Otherwise, increase granularity:

Cx =C1 UCrUC3UC(C4g
Cx =C1UCrUC3UCq4UCsUCgUC7UCy



General Strategy

Split input into n parts (initially 2)
Cx =ClUCyU:+--UcCp

If some removal fails, proceed with reduced set:

/
Cy=Cx \ Cj

3i e {1,...,n} - test(cy \ ¢c;) = X = n' =max(n — 1, 2)

Otherwise, increase granularity:

Cy =Cx N =2n



ddmin in a Nutshell

cy = ddmin(cx) is a relevant configuration

ddmin' (cx) = ddmin’ (cy,2) with ddmin (cy,n) =

[ Cy if |cy| = 1 (“only one element left”)
ddmin’ (cy \ ci,max(n —1,2)) elseif Jie {1...n} - test(cy \ ¢;) = X
) (“some removal fails”)
ddmin’ (cy, min(2n, |cyl)) else if n < |cy| (“increase granularity”)
| Cy otherwise
where cy=crucoU---UCcy

Vei,cij-cincig =D A lcil = |cjl
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<SELECT NAME="priority" MULTIPLE SIZE=7> X
<SELECT,  NAME="priority" MULTIPLE SIZE=7> ¢/
<SELECT NAME="priority'" MULTIPLE SIZE=7> ¢
<SELECT,  NAME="priority" MULTIPLE SIZE=7> ¢/
<SELECT NAME="priority" MULTIPLE SIZE=7> X
<SELECT NAME="priority" MULTIPLE_SIZE=7> X
<SELECT NAVME="priority" MULTIPLE SIZE=7> ¢
<SELECT NAME—"priority" MULTIPLE SIZE=7> v/
<SELECT, NAME= prlorlty _MULTIPLE SIZE=7> v/
<SELECT NAME="prigri X
<SELECT NAME="p

<SELECT_ NAME="p
Pty <select> suffices

<SELECT_NAME="p S (oW -1 s W' (oY 4] | >
<SELECT NAME="p
<SELECT_ NAME="p
<SELECT NAME="priority'  MULTIPLE SIZE=7> X
<SELECT NAME="priority" MULTIPLE SIZE=7> X
<SELECT_NAME="priority" MULTIPLE SIZE=7> ¢
<SELECT_ NAME="priority" MULTIPLE SIZE=7> ¢
<SELECT_ NAME="priority" MULTIPLE SIZE=7> ¢
<SELECT NAME="priority" MULTIPLE SIZE=7> ¢
<SELECT NAME="priority" MULTIPLE SIZE=7> ¢
<SELECT_ NAME="priority" MULTIPLE SIZE=7> ¢
<SELECT NAME="priority" MULTIPLE SIZE=7> ¢
<SELECT NAME="priority" MULTIPLE SIZE=7> X

ddmin




Delta Debugging
in Python

def test(s):
global tests
print(repr(tests) + " " + repr(s) + " " + repr(len(s)))
tests += 1

# Simulate the program under test

if len(s) > 5 and '."'" in s and '{' in s:
return "FAIL"

else:
return '""PASS"



def ddmin(s):

# assert test("") == "PASS"
# assert test(s) == "FAIL"
n =2 # Initial granularity
while len(s) >= 2:
start = 0

subset_length = len(s) // n # Integer Division
some_complement_is_failing = False

while start < len(s):
complement = s[:start] + s[start + subset_length:]

if test(complement) == "FAIL":
s = complement
n = max(n - 1, 2)
some_comp lement_is_failing = True
break

start += subset_length

1f not some_complement_is_failing:
if n == len(s):
break
n = min(n *x 2, len(s))

return s



if test(complement) == "FAIL":
s = complement
n = max(n - 1, 2)
some_complement_is_failing = True
break

start += subset_length

1f not some_complement_is_failing:
if n == len(s):
break
n = min(n *x 2, len(s))

return s

def fuzzer():
# Strings up to 1024 characters long
string_length = int(random.random() x 1024)
OUt — il
for i in range(@, string_length):
# filled with ASCII 32..128
out += chr(int(random.random() *x 96 + 32))
return out
if _name__ == "_main__":
s = fuzzer()
s_min = ddmin(s)
print(repr(s) + " == " + repr(s_min))






ddmin and Fuzzing
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ddmin and Fuzzing



Invoking Processes

e Goal: Invoke program under test as a
separate process

e To do so, use the Python subprocess.Popen
interface






Invoking Processes

# Start the program given in ARGS, e.g. ["ls", "-l"]
process = subprocess.Popen(args,
stdin=subprocess.PIPE,
stdout=subprocess.PIPE,
stderr=subprocess.PIPE)

if sys.version_info >= (3, 0):

# For Python 3:

data = bytearray(fuzz, 'ascii')
else:

# For Python 2.x:

data = fuzz

# For debugging
print(repr(data))

# Send fuzz input to given process
stdoutdata, stderrdata = process.communicate(data)
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process = subprocess. Popen(args,
stdin=subprocess.PIPE,
stdout:subprocess.PIPE,
stderr=subprocess.PIPE)

if sys.version_info >= (3, 0):

# For Python 3:

data = bytearray(fuzz, 'ascii')
else:

# For Python 2.x:

data = fuzz

# For debugging
print(repr(data))

# Send fuzz input to given process
stdoutdata, stderrdata = process.communicate(data)

# Wait for child to terminate
process.wait()

# Get return code (zero: ok, non-zero: failure)
ret = process.returncode

print(stdoutdata, stderrdata, ret)



Things To Do

e |ntegrate subprocess communication into

delta debugging (replacing the test
function)

o Differentiate pass and fail by exit code

e What is the minimum input to cause a
failure?



