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Which part of the input is 
responsible for the failure?
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Why simplify?

• Ease of communication.  A simplified test 
case is easier to communicate. 

• Easier debugging.  Smaller test cases result 
in smaller states and shorter executions. 

• Identify duplicates.  Simplified test cases 
subsume several duplicates.



Experimentation

• By experimentation, one finds out whether a 
circumstance is relevant or not: 

• Omit the circumstance and try to 
reproduce the problem. 

• The circumstance is relevant iff the 
problem no longer occurs.



Simplifying

• For every circumstance of the problem, 
check whether it is relevant for the 
problem to occur. 

• If it is not, remove it from the problem 
report or the test case in question.



The Gecko BugAThon

• In 1999, the Mozilla team was 
overwhelmed with bug reports 

• Needed to simplify bug reports 

• to identify the core issues 

• to identify duplicates



Mozilla Bug #24735
Ok the following operations cause mozilla to crash 
consistently on my machine: 

‣ Start mozilla 

‣ Go to bugzilla.mozilla.org 

‣ Select search for bug 

‣ Print to file setting the bottom and right margins to .50 
(I use the file /var/tmp/netscape.ps) 

‣ Once it's done printing do the exact same thing again 
on the same file (/var/tmp/netscape.ps) 

‣ This causes the browser to crash with a segfault



VALUE="Windows 95">Windows 95<OPTION VALUE="Windows 98">Windows 
98<OPTION VALUE="Windows ME">Windows ME<OPTION VALUE="Windows 
2000">Windows 2000<OPTION VALUE="Windows NT">Windows NT<OPTION 
VALUE="Mac System 7">Mac System 7<OPTION VALUE="Mac System 7.5">Mac 
System 7.5<OPTION VALUE="Mac System 7.6.1">Mac System 7.6.1<OPTION 
VALUE="Mac System 8.0">Mac System 8.0<OPTION VALUE="Mac System 
8.5">Mac System 8.5<OPTION VALUE="Mac System 8.6">Mac System 
8.6<OPTION VALUE="Mac System 9.x">Mac System 9.x<OPTION VALUE="MacOS 
X">MacOS X<OPTION VALUE="Linux">Linux<OPTION VALUE="BSDI">BSDI<OPTION 
VALUE="FreeBSD">FreeBSD<OPTION VALUE="NetBSD">NetBSD<OPTION 
VALUE="OpenBSD">OpenBSD<OPTION VALUE="AIX">AIX<OPTION 
VALUE="BeOS">BeOS<OPTION VALUE="HP-UX">HP-UX<OPTION 
VALUE="IRIX">IRIX<OPTION VALUE="Neutrino">Neutrino<OPTION 
VALUE="OpenVMS">OpenVMS<OPTION VALUE="OS/2">OS/2<OPTION VALUE="OSF/
1">OSF/1<OPTION VALUE="Solaris">Solaris<OPTION 
VALUE="SunOS">SunOS<OPTION VALUE="other">other</SELECT> 

</td> 
<td align=left valign=top> 
<SELECT NAME="priority" MULTIPLE SIZE=7> 
<OPTION VALUE="--">--<OPTION VALUE="P1">P1<OPTION VALUE="P2">P2<OPTION 
VALUE="P3">P3<OPTION VALUE="P4">P4<OPTION VALUE="P5">P5</SELECT> 

</td> 
<td align=left valign=top 
<SELECT NAME="bug_severity" MULTIPLE SIZE=7> 
<OPTION VALUE="blocker">blocker<OPTION 
VALUE="critical">critical<OPTION VALUE="major">major<OPTION 

bugzilla.mozilla.org

Which part of the input is 
responsible for the failure?

http://bugzilla.mozilla.org


The Gecko BugAThon
1. Download the Web page to your machine. 

2. Using a text editor,  start removing HTML  
from the page.  Every few minutes, make sure 
it still reproduces the bug. 

3. Code not required to reproduce the bug can 
be safely removed. 

4. When you’ve cut away as much as you can, 
you’re done.



Rewards
5 bugs – invitation to the Gecko launch party 

10 bugs – the invitation, plus an attractive Gecko 
stuffed animal 

12 bugs – the invitation, plus an attractive Gecko 
stuffed animal autographed by Rick Gessner, the 
Father of Gecko 

15 bugs – the invitation, plus a Gecko T-shirt 

20 bugs – the invitation, plus a Gecko T-shirt signed 
by the whole raptor team



Binary Search
• Proceed by binary search.  Throw away 

half the input and see if the output is still 
wrong. 

• If not, go back to the previous state and 
discard the other half of the input.

HTML input

✘✔✘✘✘✔



Simplified Input

• Simplified from 896 lines to one single line 

• Required 12 tests only

<SELECT NAME="priority" MULTIPLE SIZE=7>



Basic Idea

• We set up an automated test that checks 
whether the failure occurs or not 
(= Mozilla crashes when printing or not) 

• We implement a strategy that realizes the 
binary search.



Automated Test
1. Launch Mozilla 

2. Replay (previously recorded) steps from 
problem report 

3. Wait to see whether 

• Mozilla crashes (= the test fails) 

• Mozilla still runs (= the test passes) 

4. If neither happens, the test is unresolved



Binary Search

✔
✘<SELECT NAME="priority" MULTIPLE SIZE=7>

<SELECT NAME="priority" MULTIPLE SIZE=7>

<SELECT NAME="priority" MULTIPLE SIZE=7>

✔

What do we do if both halves pass?



Binary Search

✔
✘<SELECT NAME="priority" MULTIPLE SIZE=7>

<SELECT NAME="priority" MULTIPLE SIZE=7>

<SELECT NAME="priority" MULTIPLE SIZE=7>

✔
<SELECT NAME="priority" MULTIPLE SIZE=7> ✔

✘

✔
✘

<SELECT NAME="priority" MULTIPLE SIZE=7>

<SELECT NAME="priority" MULTIPLE SIZE=7>

<SELECT NAME="priority" MULTIPLE SIZE=7>



Delta Debugging

• Delta Debugging takes a set of 
circumstances (an input) and a test. 

• Through a set of tests, it computes the 
subset of the circumstances required to 
make the test fail. 

• Every single circumstance returned is 
relevant for the failure; if you remove it, the 
test no longer fails.



Circumstances

All circumstances

Configuration

Circumstance �

C = {�1,�2, . . . }

c ✓ C = {�1,�2, . . . }



Tests
Testing function

Failure-inducing configuration

Relevant configuration

test(c) = {4,8, ?}

test(c8) = 8

c08 ✓ c8

8�i 2 c08 · test
�
c08 \ {�i}

�
6= 8



Binary Strategy

If removing first half fails, proceed with reduced set

If removing second half fails, proceed with reduced set

Otherwise, increase granularity:

Split input
c8 = c1 [ c2

test(c \ c1) = 8 =) c08 = c8 \ c1

test(c \ c2) = 8 =) c08 = c8 \ c2

c8 = c1 [ c2 [ c3 [ c4

c8 = c1 [ c2 [ c3 [ c4 [ c5 [ c6 [ c7 [ c8



General Strategy
Split input into n parts (initially 2)

If some removal fails, proceed with reduced set:

Otherwise, increase granularity:

c8 = c1 [ c2 [ · · ·[ cn

9i 2 {1, . . . , n} · test
�
c08 \ ci

�
= 8 =) c08=c8 \ ci

n0=max(n� 1,2)

c08 = c8 n0 = 2n



ddmin in a Nutshell
is a relevant configuration

with

where

c08 = ddmin(c8)

ddmin0(c8) = ddmin0(c08,2) ddmin0(c08, n) =

c08 = c1 [ c2 [ · · ·[ cn
8ci, cj · ci \ cj =;^ |ci| ⇡ |cj|

8
>>>>><
>>>>>:

c08 if |c08| = 1 (“only one element left”)

ddmin0
�
c08 \ ci,max(n� 1,2)

�
else if 9i 2 {1 . . . n} · test(c08 \ ci) = 8
(“some removal fails”)

ddmin0
�
c08,min(2n, |c08|)

�
else if n < |c08| (“increase granularity”)

c08 otherwise



<td align=left valign=top>
<SELECT NAME="op sys" MULTIPLE SIZE=7>
<OPTION VALUE="All">All<OPTION VALUE="Windows 3.1">Windows 3.1<OPTION VALUE="Windows 95">Windows 95<OPTION
VALUE="Windows 98">Windows 98<OPTION VALUE="Windows ME">Windows ME<OPTION VALUE="Windows 2000">Windows 2000<OPTION
VALUE="Windows NT">Windows NT<OPTION VALUE="Mac System 7">Mac System 7<OPTION VALUE="Mac System 7.5">Mac System 7.5<OP-
TION VALUE="Mac System 7.6.1">Mac System 7.6.1<OPTION VALUE="Mac System 8.0">Mac System 8.0<OPTION VALUE="Mac System
8.5">Mac System 8.5<OPTION VALUE="Mac System 8.6">Mac System 8.6<OPTION VALUE="Mac System 9.x">Mac System 9.x<OPTION
VALUE="MacOS X">MacOS X<OPTION VALUE="Linux">Linux<OPTION VALUE="BSDI">BSDI<OPTION VALUE="FreeBSD">FreeBSD<OPTION
VALUE="NetBSD">NetBSD<OPTION VALUE="OpenBSD">OpenBSD<OPTION VALUE="AIX">AIX<OPTION VALUE="BeOS">BeOS<OPTION
VALUE="HP-UX">HP-UX<OPTION VALUE="IRIX">IRIX<OPTION VALUE="Neutrino">Neutrino<OPTION VALUE="OpenVMS">OpenVMS<OPTION
VALUE="OS/2">OS/2<OPTION VALUE="OSF/1">OSF/1<OPTION VALUE="Solaris">Solaris<OPTION VALUE="SunOS">SunOS<OPTION
VALUE="other">other</SELECT>
</td>
<td align=left valign=top>
<SELECT NAME="priority" MULTIPLE SIZE=7>
<OPTION VALUE="--">--<OPTION VALUE="P1">P1<OPTION VALUE="P2">P2<OPTION VALUE="P3">P3<OPTION VALUE="P4">P4<OPTION
VALUE="P5">P5</SELECT>
</td>
<td align=left valign=top>
<SELECT NAME="bug severity" MULTIPLE SIZE=7>
<OPTION VALUE="blocker">blocker<OPTION VALUE="critical">critical<OPTION VALUE="major">major<OPTION
VALUE="normal">normal<OPTION VALUE="minor">minor<OPTION VALUE="trivial">trivial<OPTION VALUE="enhancement">enhancement</SELECT>
</tr>
</table>

Figure 1: Printing this HTML page makes Mozilla crash (excerpt)

instance, we may leave away the passenger seats and find
that the plane still crashes. We may leave away the coffee
machine and the plane still crashes. Eventually, only the rel-
evant “simplified” skeleton remains, including a test pilot,
the wings, the runway, the fuel, and the engines. Each part
of this skeleton is relevant for reproducing the crash.
In the real world, no one with a sane mind would consider
such a way to simplify the circumstances of test flights. How-
ever, for simulations of flight tests, or, more generally, for ar-
bitrary computer programs, such an approach comes at a far
lesser cost. The cost may be so low that we can easily use a
large amount of tests just to simplify a test case.
Figure 2 sketches how the ddmin procedure minimizes a test
case: Starting with the HTML input in Figure 1, the ddmin al-
gorithm simplifies the input by testing subsets with removed
characters (shown in grey): The test fails (✘) if Mozilla crashes
on the given test case and passes (✔) otherwise. After 57 tests,
the original 896-line HTML input is reduced to the minimal
failing test case <SELECT>.1 Each character in the minimal
failing test case is relevant for producing the failure.

Isolating failure-inducing differences. In the case where a pass-
ing test case exists as well, it is generally more efficient to
isolate the failure-inducing difference between a failing and
a passing test case. This is what the general Delta Debug-
ging algorithm dd does. dd is a generalization of ddmin.
Again, as an analogon, take the flight test example. Now, we
try to isolate the difference between the crash and a working
flight. We may find that if we replace the engines of the
crashing machine by the engines of a working machine, the
change does not matter; consequently, we find this difference
to be irrelevant. By reducing differences further and further,
we may eventually isolate a piece of metal on the runway that
is relevant for the crash—everything else may stay the same,
but having this piece of metal on the runway or not induces
whether there is a crash or a perfect flight.
Again, nobody wants to crash planes over and over. Figure 3
shows how dd works on HTML input: Rather than only mini-
mizing the failing input, dd alsomaximizes the passing HTML
input until a minimal failure-inducing difference is obtained.

1Section 4.2 has more details on this example.
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1 <SELECT NAME="priority" MULTIPLE SIZE=7> ✘
2 <SELECT NAME="priority" MULTIPLE SIZE=7> ✔
3 <SELECT NAME="priority" MULTIPLE SIZE=7> ✔
4 <SELECT NAME="priority" MULTIPLE SIZE=7> ✔
5 <SELECT NAME="priority" MULTIPLE SIZE=7> ✘
6 <SELECT NAME="priority" MULTIPLE SIZE=7> ✘
7 <SELECT NAME="priority" MULTIPLE SIZE=7> ✔
8 <SELECT NAME="priority" MULTIPLE SIZE=7> ✔
9 <SELECT NAME="priority" MULTIPLE SIZE=7> ✔
10 <SELECT NAME="priority" MULTIPLE SIZE=7> ✘
11 <SELECT NAME="priority" MULTIPLE SIZE=7> ✔
12 <SELECT NAME="priority" MULTIPLE SIZE=7> ✔
13 <SELECT NAME="priority" MULTIPLE SIZE=7> ✔
14 <SELECT NAME="priority" MULTIPLE SIZE=7> ✔
15 <SELECT NAME="priority" MULTIPLE SIZE=7> ✔
16 <SELECT NAME="priority" MULTIPLE SIZE=7> ✘
17 <SELECT NAME="priority" MULTIPLE SIZE=7> ✘
18 <SELECT NAME="priority" MULTIPLE SIZE=7> ✘
19 <SELECT NAME="priority" MULTIPLE SIZE=7> ✔
20 <SELECT NAME="priority" MULTIPLE SIZE=7> ✔
21 <SELECT NAME="priority" MULTIPLE SIZE=7> ✔
22 <SELECT NAME="priority" MULTIPLE SIZE=7> ✔
23 <SELECT NAME="priority" MULTIPLE SIZE=7> ✔
24 <SELECT NAME="priority" MULTIPLE SIZE=7> ✔
25 <SELECT NAME="priority" MULTIPLE SIZE=7> ✔
26 <SELECT NAME="priority" MULTIPLE SIZE=7> ✘

Figure 2: Simplifying failure-inducing HTML input

In our case, this is the first character < of the failure-inducing
<SELECT> tag, pinpointed after only seven tests: This one-
character difference makes Mozilla fail.

Delta Debugging as a technique for simplifying or isolating fail-
ure causes is not limited to HTML input, to character input, nor to
program input in general: Delta Debugging can be applied to all
circumstances that in any way affect the program execution. Delta
Debugging is fully automatic: whenever some regression test fails,
an additional Delta Debugging run automatically determines the
failure-inducing circumstances.

In earlier work [17], we have shown how Delta Debugging is ap-
plied to isolate failure-inducing code changes; our current research
includes application domains like failure-inducing thread schedules
or failure-inducing program statements. In this paper, however, we
will concentrate on program input.

2

ddmin 
at 

Work
<select> suffices 
to crash Mozilla



Delta Debugging 
in Python

def test(s): 
    global tests 
    print(repr(tests) + " " + repr(s) + " " + repr(len(s))) 
    tests += 1 
     
    # Simulate the program under test 
    if len(s) > 5 and '.' in s and '{' in s: 
        return "FAIL" 
    else: 
        return "PASS" 

def ddmin(s): 



        return "PASS" 

def ddmin(s): 
    # assert test("") == "PASS" 
    # assert test(s) == "FAIL" 

    n = 2     # Initial granularity 
    while len(s) >= 2: 
        start = 0 
        subset_length = len(s) // n   # Integer Division 
        some_complement_is_failing = False 

        while start < len(s): 
            complement = s[:start] + s[start + subset_length:] 

            if test(complement) == "FAIL": 
                s = complement 
                n = max(n - 1, 2) 
                some_complement_is_failing = True 
                break 
                 
            start += subset_length 

        if not some_complement_is_failing: 
            if n == len(s): 
                break 
            n = min(n * 2, len(s)) 

    return s 

def fuzzer(): 



            if test(complement) == "FAIL": 
                s = complement 
                n = max(n - 1, 2) 
                some_complement_is_failing = True 
                break 
                 
            start += subset_length 

        if not some_complement_is_failing: 
            if n == len(s): 
                break 
            n = min(n * 2, len(s)) 

    return s 

def fuzzer(): 
    # Strings up to 1024 characters long 
    string_length = int(random.random() * 1024) 
    out = "" 
    for i in range(0, string_length): 
        # filled with ASCII 32..128 
        out += chr(int(random.random() * 96 + 32)) 
    return out 

if __name__ == "__main__": 
    s = fuzzer() 
    s_min = ddmin(s) 
    print(repr(s) + " => " + repr(s_min)) 



Demo



ddmin and Fuzzing
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ddmin and Fuzzing
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Invoking Processes

• Goal: Invoke program under test as a 
separate process 

• To do so, use the Python subprocess.Popen 
interface



Demo



Invoking Processes
    # Start the program given in ARGS, e.g. ["ls", "-l"] 
    process = subprocess.Popen(args,  
        stdin=subprocess.PIPE, 
        stdout=subprocess.PIPE, 
        stderr=subprocess.PIPE) 

    if sys.version_info >= (3, 0): 
        # For Python 3: 
        data = bytearray(fuzz, 'ascii') 
    else: 
        # For Python 2.x: 
        data = fuzz 

    # For debugging 
    print(repr(data)) 
         
    # Send fuzz input to given process 
    stdoutdata, stderrdata = process.communicate(data) 
     



    # Start the program given in ARGS, e.g. ["ls", "-l"] 
    process = subprocess.Popen(args,  
        stdin=subprocess.PIPE, 
        stdout=subprocess.PIPE, 
        stderr=subprocess.PIPE) 

    if sys.version_info >= (3, 0): 
        # For Python 3: 
        data = bytearray(fuzz, 'ascii') 
    else: 
        # For Python 2.x: 
        data = fuzz 

    # For debugging 
    print(repr(data)) 
         
    # Send fuzz input to given process 
    stdoutdata, stderrdata = process.communicate(data) 
     
    # Wait for child to terminate 
    process.wait() 
     
    # Get return code (zero: ok, non-zero: failure) 
    ret = process.returncode 
     
    print(stdoutdata, stderrdata, ret) 



Things To Do

• Integrate subprocess communication into 
delta debugging (replacing the test 
function) 

• Differentiate pass and fail by exit code 

• What is the minimum input to cause a 
failure?


