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Software Architecture

A software system's architecture is the
set of principal design decisions made
about the system. N. Taylor et al.
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Design

* Architectural Styles Method
Theft l Intuition

e Architectural Patterns \ /

* Building Blocks
Software Components
Component APl/Interfaces
Software Connectors



WwWWw.google.com

Send HTTP request, and get HT TP response
containing the HTML page

Browser visualizes it



Client/Server

Many clients, active, close to users
One server, passive, close to data
Single point of failure, scalability

Security, scalability

LI



HIT TP

The Hypertext Iransfer Protocol
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HIT TP

The Hypertext Iransfer Protocol

Connector or Component ?
Synch or Asynch ?

Stateful or stateless 7



A1 1P Request

* Action: verb, express the intent
* Headers: meta-data

 Body: optional, can be anything, a stream of
bytes, form data, session information, etc.



H I TP Actions

Have precise semantic, and
a web application might not implement all of them

GET retrieve a resource
POST send data and/or create a resource
PUT replace an existing resource
DELETE delete a resource
HEAD retrieve HEADers but not body

OPTIONS check the methods available on the resource

Web applications must to implement the semantic right



A1 1P Response

Headers and status

Status codes, organized in families:
1xx: information
2XX: SUCCESS
3xx: redirection
4xX: user error
5XX: Server error

Delivers a resource: a page HTML, a CSS file for
the style, images, JS libraries, etc.




HTTP Body

Transfer the main part of the data, but not the only
way to send data
query params, custom headers

Required in POST and PUT requests
Required in responses to GET requests

HEAD must not provide one



H ML

The Hypertext Markup Language
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<title>Software Engineering Chair (Prof. Zeller) - Saarland University</title>
<meta name="description”

content="Software Engineering Chair, Saarland University, Saarbruecken, Germany.">
<meta name="keywords" content="software engineering, software analysis, software testing, software debugging, software
design">

<meta name="resource-type" content="document">

<meta name="distribution” content="global">

<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1">

<link rel="StyleSheet" href="/jnclude/stvle.css" type="text/css" media="screen">
<link rel="StyleSheet" href="/include/style.css" type="text/css" media="print">
<link rel="shortcut icon" href="/favicon.ico">

<!== <link rel="home" href="/"> -->

</head>

<body bgcolor="#ffffff"
text="#000000"
link="#b00000"
v1ink="#900000"
alink="#££a000">

<table cellspacing=2 cellpadding=0 border=0 width="100%">

<tr>

<td valign=middle align=left>

<a href="/"><img alt="" src="/logos/stlogo.png"” border=0></a>

</td>

<td valign=middle align=left width="50%"><hl><strong class=large_ heading>Software Engineering Chair</strong><br><font




Resources

GET /index.html| >

‘ ‘ GET /flgs/dog ipg
GET /figs/cat.jpg
L &

One request per resources, multiple requests in parallel
All requests must complete before a page is fully displayed



Static vs Dynamic Pages

Static:

Files are served as they are (index.html)
content does not change



Static vs Dynamic Pages

Static:

Files are served as they are (index.html)
content does not change

Dynamic:

The HTML (or part of it) is generated upon
request based on data



State-Logic-Display

cluster elements that change at the same rate

Client [—] Server :Eatabasa

Display [ Application —] Data




Server-Side HTML Rendering

* The HTML page Is created on the server and sent
back to the client

 Overhead in processing each request if the page is
created from scratch

 Same content for different displays
Desktop vs lablet vs Mobile



Presenter-View

extract the content from the model to be presented
from the rendering into screens/web pages

| f | View

I

Raw input data

S

Logical content
Formatted output




Server-Side HTML Rendering

 Based on HTML templates that mix together HTML
tags, data, and code

HTML

Data

= Template +

Cleaning Supplies e eanin Supensent
X mop aning Supplies’,
* broom | "mep’,

* duster ‘breom’,

html= new EJS({url:'template.ejs'}).render (data)

htto://www.embeddedjs.com/getting_started.html



Server-Side HTML Rendering

 Based on HTML templates that mix together HTML
tags, data, and code

* Ditferent technologies:

PHP scripts — index.php
JavaServer Faces (JSF) — index.xhtml
Embedded Ruby (ERB) — index.html.erb



GET
/foo.html

Server
Application

w Database

~ w HTML templates

HTTP
response

/[foo.html.xyz

Generated
HTML



Server-Side HTML Rendering

 Based on HTML templates that mix together HTML
tags, data, and code

* Ditferent technologies:

PHP scripts — index.php
JavaServer Faces (JSF) — index.xhtml
Embedded Ruby (ERB) — index.html.erb

* JTemplates do not necessarily target the entire page
and they might not be stored in “files”



Components

html.tpl.php

page.tpl.php

region.tpl.php

region.tpl.php region.tpl.php
node.tpl.php block.tpl.php

comment-wrapper.tpl.php
comment.tpl.php

region.tpl.php
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Content Management Systems
CMS
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Joomla! CMS Architecture

| ets take a look under the hood ....

Website

Joomla! Framework




Design



3-1ller Architecture

Praesentation

Web Browser Business logic
T Data source
7 | ‘
Front End ——(Co0— App Server (o EjBack End




L ayered (Style)

« Communications 1 layer up/down
* |nformation hiding, no circular deps
* Possibly bad performance

e (Good evolvability



What run where”

thin-client

Client machine

User interface

-

o €5
’f

User interface

User interface

Application

User interface

fat-client

User interface

Application

Database

User interface

Application

Application

Application

Database

Database

Application

Server machine

Database

Database




3-1ller Architecture

Praesentation

Web Browser Business logic
T Data source
7 | ‘
Front End ——(Co0— App Server (o EjBack End




e Persistence

e Storage

Data Layer

Back End




A Mapping Problem

Customer Order
name:String date:Date Super
location:String 2! number:String | +—— class
sendOrder() confirm()
receiveOrder() close()
4& Generaliza
A tion
SpecialOrder NormalOrder
number:String number:String
confirm() confirm()
dispatch() dispatch()
receive()
Sub class

Domain modagel

&% Form1 CE])x)
[] Ananas ID | Name piD | fID ID | Name
IM;:ngo_ 1 |Heinz 4 2 1 |Ananas
Hopfen 2 |Magdalena 2 2 2 |Mango
] Keache 3 | Heinrich 1 3 3
4 2 5 4 | Hopfen

2 4 5 | Kirsche

3 1

4 <

4 3

*
parent table (persons) relation table child table {fruits)

Which person loves which fruits?

Data storage



Domain Model

 Represent concepts in the domain and their
relations, not as rows in a database

* Network of interconnected concepts

 Abstract Data Type
data and the behavior



Storage model

How to store data”

Key-Value Model
list of keys and values (hashtable style)

Relational Model
traditional SQL model

Document-oriented Model
schema-less documents

Graph-oriented Model
data is stored as an interconnected graph



Key-Value

Key: User1 Value: Mike * Implement a map
* Values have no schema
Key: User2 Value: John

Key: User3 Value: Mary

sriak &



Relational

Oorders . Products
1
orderID H HH productID ¢ Set-theOry
customerID name
dateOrdered description
dateRequired quantity

o mimice 1o Collection of tables with
rows and columns

OrderDetails
< orderID
1..m| productID =>0-
quantity 0..m
lineNumber

MySsallL
y=40 Postgre SQL



Document-oriented

{ Nax;fonReg;holm Industries" ” L Data Stored In
o document but not

jasar: “Denbolm Reymhols relations
R * Extends Key-Value

K: . mongo

CouchDB



Graph-oriented

« Data stored as network

@ graph

e Relations first-class

° @ cltizens

@ neoy)



Polyglot Persistence

Multiple ways to store data

] >
Financial _ Reportin
Data Relational P 9
el R~ >
Product User
Catalog Document KeyValue Sessions
il >
Recomme Shopping
ndation Graph Cart




3-1ller Architecture

Praesentation

Web Browser

Business logic

I\

Data source

T |

Front End

——(o0— App Server (o Back End

]




Application Layer

 Data access, navigation, and persistence

» Data processing (Business logic)

App Server




Plugin

Explicit extension points
Static/Dynamic composition
Low security (3rd party code)

Extensibility and customizability




A Different

Problem

f?

Customer

name:String
location:String

sendOrder()
receiveOrder()

Order
date:Date 3
2! number:String | +—— algan
confirm()
close()
AE Generaliza
J& ‘_ tion
SpecialOrder NormalOrder
date:Date date:Date
number:String number:String
confirm() confirm()
close() -close()
dispatch() dispatch()
receive()

Sub class

Programming Language

parent table (persons)

relation table

Which person loves which fruits?

&% Form1 CE])x)
[] Ananas D Name piD | fID ID ' Name
INTQO_ w 1 |Heinz > -2— 1 | Ananas
Hopfen \2 Magdalena 2 2 2 |Mango
] Keache ‘3 vHeinrich 1 ‘3 > 3
‘. 2 ‘5 4 | Hopfen
{ 2 ‘4 5 | Kirsche
3 1
4 ‘4
4 |3
" |
[

child table {fruits)

Storage Architecture




2

REST API
Object-based
storage

\(e.g. S3)/

4 )

Service API
Document-
based

REST API
N — R

Relational
Database

L(eg MySQL)_

| Tool-specific APl

N~ -

\Database/

N -

Relational
Database

Data Access AP

 Add an abstraction layer that
the represent the database In
the application

 Wrap the communication with
the data store and expose it
as domain model



Data Source Patterns

Row Data Gateway
One instance per row returned by a query

Table Data Gateway
One instance per table

Active Record
Encapsulates DB access and adds business logic to data

Data Mapper
loads DB into Domain Model, and vice-versa



Row and Table Gateways

Based on table structure
Conversion of object type to database format
Typically stateless

Push back and forth data



Active Record

Row Data Gateway + Business Logic

Product

productld
productName
static get(int id) e ——
insert ]
update 000 L___-—-- > Data
delete Store

R el
calculateRecognitions()

* Methods for:
Create instances from SLQ results
Insert new instances In the data store
Update data store based on instances data

Find relevant instances



Data Mapper

ProductMapper
Product 3
productld — Dat
et(int id - ala
productName < - __ _ ?n sért N ~ Store
calculateRecognitions() update —
delete

 Decouple objects structure from database structure

* There may be more than one mapper per domain
object



Navigate (Relational) Data

Customer

name:String
location:String

sendOrder()
receiveQrder()

Order
date:Date Super
2! number:String | +—— algan
confirm()
close()
é& Generaliza
t—- tion
SpecialOrder NormalOrder
date:Date date:Date
number:String number:String
confirm() confirm()
close() -close()
dispatch() dlspgtch()
receive()
Sub class

Traverse object graph

&% Form1 CE])x)
[] Ananas ID | Name pID | fID ID | Name
M
Crr— | e D : 1 [Anere
Hopfen ‘2 Magdalena ‘2 2 |Mango
] Keache ‘3 Heinrich ‘ 1 > ‘3
E : o
‘ 5 | Kirsche

parent table (persons)

relation table
Which person loves which fruits?

child table {fruits)

Join over foreign keys




| azy Loading




|_azy Loading

Interrupt the load at some point and resume it later
only if needed



| azy Loading Patterns

Lazy Initialization
Checks if field is null at every access

Value Holder
Wraps lazy-loaded objects

Virtual Proxy
Mocks field access and loads values on the demand

Ghost

Real object but partially loaded, missing data loaded on
first access



3-1ller Architecture

Presentation

Web Browser Business logic
T Data source
7 | ‘
Front End ——(Co0— App Server (o EjBack End




Front Ena ;

Front End —(

 Generate the HTML based on request and data
from the backend

e Can handle client side interactions both inside the
server and the client's browser

e Security, input validation, responsiveness, etc.
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Plugin

Explicit extension points
Static/Dynamic composition
Low security (3rd party code)

Extensibility and customizability




Client Side




Javascript

a programming language executed in the browser
nothing to do with java

JS files/libraries referenced by the web page
like any other resource

Can be inlined

Dynamically manipulates the page Document
Object Model (DOM) to alter page’s content,
structure, and behavior



AJAX

Asynchronous JavaScript and XML

&

for page

[User asks] <«SEl/ndexnhtml __y

GET /js/script.js
e
l GET /figs/fig.jpg
R R R
Page
displayed
l eg, 10s
later
XML/JSON data ( )
Automatic | Provide
Ajax call new data
if
¢ available
—
Page
[updated ]




JS not so (well designed) easy

e
4 7 1 i NS ——
7o LA T A IAE ’jmu% 2 v

’ 7 V -

cript:

The Good Parts

L har i LIAIIAGAI

OREILLY" | SAFIOO! PrEss £
wuglas Crockford




S Frameworks

- (&) redinr= A

jQuery Bootstrap Wakanda Active Server MooTools Vaadin PRADO Processing.js Nevow
GNU Genera Apache Lice Affero Gener Pages MIT License Apache Lice BSD licenses MIT License MIT License

"'l'l(l'ln Mary ¢



Case Study

[r'\@]

MediaWiki



Main Scenarios

* A user requests an article during normal operation
and gets the rendered article HITML page.

* An editor saves an edited article during normal
operation and the article Is saved.
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Introduction

A "LAMP" stack is a group of open source software that is typically installed together to enable a server to
host dynamic websites and web apps. This term is actually an acronym which represents the Linux
operating system, with the Apache web server. The site data is stored in a MySQL database, and dynamic

content is processed by PHP.
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Qualities

Basic’ Implementation

- Limited scalabillity
- Single point of failure

- Limited Security



Performance Tactics

* Control Resource Demand
Increase the resource efficiency (caching)
Reduce overhead (pre-generate HTIML from PHP)

« Manage Resources
Schedule resources (load balancer)

https://www.digitalocean.com/community/tutorials/5-common-server-setups-for-your-web-application



| oad Balancing

deploy many replicated instances of the server
on multiple machines

Load
Balancer

Client Master
Assign to
Worker

------------------------------------

- ———— -
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nealy Deployment
Want to learn more?
Support



Squid is a caching proxy for the Web supporting HTTP, HTTPS, FTP, and more. It reduces bandwidth and improves
response times by caching and reusing frequently-requested web pages. Squid has extensive access controls and

makes a great server accelerator. It runs on most available operating systems, including Windows and is licensed

under the GNU GPL.



Caching + Load Balancing

FrontEnd
(Apache) —(




Caching + Load Balancing

Squid
o— (Caching) —(0— Apache [
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Caching + Load Balancing

Squid
o— (Caching) —(0— Apache [




Caching + Load Balancing

Loa(dslzilizr)‘cer - (o— Squid —( 0— LoadBalancer —0—  Apache




Caching + Load Balancing

LoadBalancer

Apache

Apache

LoadBalancer :
(Squid) —( 00— Squid
Squid
LoadBalancer Squid

| oadBalancer

Apache

/1N

N

(92
le!
-
o

AR

Apache
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Performance Tactics

e Control Resource Demand
Prioritize events (deferred article updates)

« Manage Resources
Introduce concurrency (distributed database)
Schedule resources (load balancer)
Multiole copies of data and computations

https://www.digitalocean.com/community/tutorials/5-common-server-setups-for-your-web-application



Master/Slave

split a large job into smaller independent
partitions which can be processed in parallel

Client

Master

Partition

Assign to

————————————————————————————————————

Slaves

Merge

Results




Distribution + Replication

|

Database

[

More reads than writes
Near-live updates (no strict consistency requirements)



Distribution + Replication

I

Load Balancer

. )\ A\
Writes ¢ O Reads
DB Master 0) DB Slave

More reads than writes
Near-live updates (no strict consistency requirements)



Distribution + Replication
Data Sharding

Clear data separation (Article Name: A-B, C-D, etc..)



Distribution + Replication

I

Load Balancer

DB Master 0) DB Slave




Distribution + Replication
i

Partition Logic
Load Balancer (o (Sharding,
(Master) icati
Relication
IR
o (
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DB Master

EﬂShard) —0) EjDB Slave




Visualization

[ Genenc Load Balancing |

Squid - Squid
(Caching Reverse Proxy) (Caching Reverse Proxy)
openei.org openei.org

- s | p

Apache WebServer Apache WebServer

Middle Tier
Mod_Proxy MediaWiki MediaWiki | Mod_Proxy

- / y,
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Security/Availability Tactics

* Prevent Attacks
e Challenge Tokens (CSRF)
e Validation (User) and Sanitization (SQL Injection, XSS)

e Resist Attacks

e Maintain multiple copies of computations
e Maintain multiole copies of data

* Recover from Attacks
e DB Versioning (Recovery from data l0ss)
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Additional Qualities
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Contigurability/Customizability

T

Cache

Skinning

Localization

- Ul Page
I T 0
o} Cache
Submit Logic |
Loader ArticleView
o
> Static
Resources
Cache
Sanitizer
|
ArticleEdit Parser
| |
Writes Reads
N ~




Contigurability/Customizability
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Process View



Read Article

A user requests an article during normal
operation and gets the rendered article
HTML page.
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Write/Edit Article

An editor saves an edited article during
normal operation and the article Is saved.
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summary

Work incrementally
Use different architectural views

Start the design from the domain model and go up
N the layers

Use frameworks whenever possible

Each design decision has a rationale (hoisting)



